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In this battle, where business borders 
are blurred, banks start with the 
advantage of having gained their 
customers’ trust. Despite the recent 
financial crisis and the consequent 
erosion of the industry’s reputation, 
people still trust “their bank”. However, 
technological advances are revealing 
many flaws in the payment process, 
favouring disintermediation and 
reduced margins. Ultimately, they are 
forcing a change in the traditional 
business model. In this transformation 
process, not only do banks have to 
defend their current business niches 
(cash, transfers, cards, etc.), but they 
can also attack other almost virgin 
income territories, such as mobile 
payments, electronic wallets and 
electronic invoicing. According to PwC, 
what is at stake in this strategic tug-of-
war is a market amounting to no less 
than 20 billion dollars.

Mobile predators
What seems to be beyond question is 
that the mobile phone has its place 
amidst this metamorphosis. Since they 
started to become popular in the 90s, 
mobile devices have been digital 
predators and have replaced to a 
greater or lesser extent cameras, 
computers, books, newspapers, music 
players, radios, televisions, watches, 
board games and calculators; they may 
end up doing the same with money. But 
the truth is that so far, this has not 
happened. And not because they 

The history of means of payment is 
marked by the success of cash. Since the 
first coins were minted in the 7th 
century BC, cash has acted as the 
backbone for the exchange of goods and 
services and it is clearly still the 
predominant means of payment in the 
world. However, the technological 
revolution has speeded up the process of 
replacing money with other means of 
payment.

The reality of the sector is 
geographically very diverse. In 
general, there is a directly 
proportional relationship between the 
development of an economy and the 
use of non-cash means of payment. 
The more developed the economy is, 
the greater the use of cards, transfers, 
direct debits and cheques. Africa, 
where cash is used in 99% of 
transactions, and North America, 
where the figure is 51%, are the 
regions at each end of the scale.

The growing proliferation of payments 
over the Internet and,
above all, the mobile phone is changing 
the face of the industry everywhere in 
the world. The current status quo, 
dominated by banks, is under threat 
from the emergence of powerful new 
competitors (tech giants, 
telecommunications carriers, mobile 
phone manufacturers, distribution 
companies, and start-ups...), which are 
either calling at the door or have already 
knocked it down.

Executive summary 

A lot of times, 
people don’t know what they 
want until you show it to them.
(Steve Jobs)
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haven’t wanted to or because they 
haven’t tried.

A large number of projects have been 
launched in recent years, but none have 
really anchored their position or made 
substantial progress in the convergence 
process. Apart from a few highly 
specialised niches (such as certain 
commercial establishments), the only 
case of massively successful mobile 
payments is that of M-Pesa in Kenya, 
which operates through SMS messages. 
The market entry of initiatives such as 
Apple Pay and Samsung Pay may change 
the idea that mobile payments still 
haven’t found their feet in the near 
future. In any case, experience to date 
shows how difficult it is to match the 
right technology with the interests of 
industry, retailers, users and regulators 
to generate a safe and cheap mobile 
payments solution that suits everyone.

Another trend worthy of special mention 
in the means of payment microcosm is 
virtual currencies. The success of 
bitcoin, which was the first to be 
created, has encouraged the emergence 
of many cryptocurrencies (generically 
referred to as altcoins, or alternatives to 
bitcoin) that are used as a means of 
electronic payment. Their ease of use, 
low transaction cost and perfect 
adaptation to the Internet ecosystem has 
earned them a leading role in the 
payment system, but they still have very 
little presence in physical stores. If they 
manage to overcome their 

disadvantages (especially volatility and 
the possibility of fraud), virtual 
currencies could become successful 
beyond the realms of closed digital 
communities and international 
transfers.

Regulation and security - 
crossover factors
In addition, the future development of 
the means of payment system is 
conditioned by two major crossover 
factors: regulation and security. 
Regulation, which has a major impact on 
business models, is developed in 
different layers (sector, channel, 
product, etc.) and, as is easy to imagine, 
is highly fragmented in geographical 
terms. The United States pioneered the 
adoption of industry standards (the first 
law dates from 1978), but is behind in 
the adoption of certain product 
regulations. Europe is currently 
negotiating the second version of the 
Payment Service Directive (PSD) and 
other complementary regulations. The 
main new features are the regulation of 
the so-called third-party providers 
(payment initiators) and the imposition 
of ceilings on certain commissions for 
payment card systems.

Security is another key factor and 
involves objective elements (extent to 
which transactions are actually secure) 
and subjective elements (a true or false 
perception of the actual situation). No 
new means of payment will prosper if 
users are not convinced that their money 
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is not at risk. In general, transactions 
performed with the new means of 
payment are safer than people think, but 
the risk does exist. The technological 
means available to cybercriminals, the 
accumulation of sensitive data on 
computer servers and the human being’s 
limited capacity for remembering 
passwords are circumstances that make 
digital identity theft and  fraud possible. 
To limit that risk, the most widely used 
security methods are tokenisation (an 
encoding system) and biometrics 
(identification of a person through their 
physical features or behaviour).

What do customers say?
The end result of this puzzle will be 
determined, as we have seen, by a 
number of factors related to business, 
regulation, security, technology and 
even psychology. But the final word 
belongs to the customer, whose 
opinion, thanks to the technological 
revolution, has a decisive influence on 
the success of any consumer initiative. 
So, what do customers have to say 
about it all? To find that out, this 
report includes a market research 
project. These are the main 
conclusions:
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•  Respondents believe that, in the 
mid-term, the smartphone will 
replace the wallet, since it will be 
used on a regular basis for shopping 
not only online, but also in physical 
stores. However, they also believe 
there will be a large variety of new 
means of payment on offer, which 
hinders their widespread use.

•  Among the new means of payment, 
PayPal is the best known and most 
highly valued, while Apple Pay, 
which is yet to reach Europe 
(launched in the US in October 

2014), is considered the option with 
the brightest future.

•  Banks are the payment agents that 
inspire the greatest confidence in 
consumers. 80% of respondents 
approve of the guarantees offered by 
financial institutions.

•  Opinions on new means of payment are 
more positive among those who use 
them, which suggests their use needs to 
be encouraged if they are to become 
popular, especially among women, 
which use them far less than men.
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Cash is by far the most widely used 
means of payment in the world. 
According to rough estimates, 85% of 
transactions and 60% of their value 
correspond to hard cash. These 
percentages are surprisingly high, given 
the wide variety of existing means of 
payment on the market, and they go to 
show that what was invented in the 7th 
century BC (the first gold and silver coins 

were minted in the kingdom of Lydia, see 
page 16) has withstood the test of time 
and technological progress superbly well.

However, the durability of the habit of 
paying in cash does not point to a 
stagnant market. Not at all. Not  only do 
consumers tend to pay less and less in 
cash, but also 15% of the market that 
involves cashless transactions is subject to 

The means of payment 
context
A fast moving snapshot

Figure 1. Traditional means of payment in the world
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potentially significant fluctuations and 
can radically change the current world 
payments map.

In that piece of the pie, credit and debit 
cards are the most widely used, 
accounting for 9% of total transactions. 
In addition, their weight has grown in 
recent years due to the progressive 
disappearance of the cheque as a 

common means of payment. Only in the 
United States is it still used with any 
regularity and its recent evolution is a 
prelude to it’s possible disappearance in 
the mid-term. Transfers and direct 
debits have remained stable at around 
5% of the total, despite the fact that 
technological and operational advances 
have simplified and facilitated this 
means of payment.

This snapshot is moving. The strong
increase in electronic payments (i.e. those
made over the Internet), especially on
mobile phones (i.e. those that use a mobile
phone or another mobile device) is forcing
all the players involved (especially banks) 
to adapt to new channels or digital 
business models or risk being engulfed by 
new competitors, such as native Internet 
companies, telecom operators, device 

Figure 1. Traditional means of payment in the world
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manufacturers and other middle-men.
Special attention needs to be given to 
companies that base their business on 
social networks. If they are able to 
mobilise their huge volume of customers, 
their entry into the means of payment 
business could be highly disruptive.

The picture is even more complicated 
when you consider that the lines that 
separate the new channels tend to blur. 
There is a gradual convergence between 
electronic and mobile payments, with a 
growing preference among consumers for 
the latter, given the ease of use of 
smartphones in comparison with 
computers.

Paradoxically, these new trends in means 
of payment threaten the card business in 
particular, which is precisely the fastest 
growing format worldwide. As seen in 
Figure 3, card transactions have 
increased in importance in all regions in 
recent years. In Latin America, the 
mature markets of Asia and the region of 
Central Europe, the Middle East and 
Africa, the percentage of card 
transactions over total digital payments 
rose ten points or more between 2008 
and 2012. However, industry experts 
believe they are precisely the means that 
are the most exposed to competition 
from electronic and mobile payments 
and, in the mid-term therefore run the 
risk of being replaced as one of users’ 
priorities.

In any case, one of the fundamental 
features of means of payment in the 
world is geographic diversity. For a wide 
variety of reasons (economic, cultural, 
technological, infrastructure...) the map 
differs greatly in developed and 
emerging countries. In many countries 
with a low level of development, cash is 
almost the only means of payment. 
Meanwhile, in the West and in Japan 
(also in Singapore, which is curiously the 
country where consumers make more 
digital transactions, i.e. 61% of the total) 
payments are much more balanced, 

Source: Analysis by MasterCard Advisors, 2013 / BIS CPSS, 2011 / McKinsey Global Payments map, 2008 / 
World Bank, 2011.

Figure 2. Estimated percentage of payment transactions done 
using non-cash methods
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technologically advanced means of 
payment. Moreover, governments in less 
developed countries tend to encourage 
their use because they facilitate financial 
inclusion. Here are the main features of 
the market by region:
 
North America
In the US and Canada, one characteristic 
has been the intensive use of cheques, a 
means of payment highly appreciated 
thanks to their ease of use in large 

transactions and one that reached its 
peak in popularity in the nineties. 
However, since then its use has declined 
and it is now far behind card 
transactions, a more convenient and 
secure system that adds certainty to the 
transaction, compared with the risk of a 
cheque that could bounce. Cards are also 
beginning to be used for small payments 
and the process is expected to gain 
momentum at the end of 2015 with the 
deployment of the EMV standard 

especially thanks to the importance of 
card transactions.

This distribution is changing, albeit 
slowly. In many developing countries, 
which have a very high level of cash 
payments, non-cash transactions are 
growing at a double-digit annual rate. 
This is due partly to improvements in the 
infrastructures necessary for the use of 
certain channels, and the growth of the 
middle classes, more likely to use 

* Central Europe, Middle East and Africa.
   Source: McKinsey Global Payments Map 2011, Capgemini WPR 2014.

Figure 3. Comparison of non-cash transactions (billions) and change in payments’ mix (%) by region, 
2008, 2011-2012 
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cards and debit cards grow at an 
annual rate of 10% and transfers and 
direct debits grow at half that rate. 
Cheques are clearly in decline and 
electronic payments are starting to 
appear in European statistics, albeit 
at low volumes but with annual 
growth rates of over 20%. There are 
no figures for mobile payments 
because most transactions are carried 
out on credit cards and counted as 
such. There are significant 
differences between the various 
areas. The southern countries 
(Greece, Italy and Spain), where there 
is a predominance of the informal 
economy, are at the fore in the use of 
cash, with percentages clearly in 
excess of 80%, while Nordic and 
Central European countries are much 
more inclined to digital payment. The 
UK is one of the most developed 
markets in online shopping, which 
accounts for 11% of total retail trade.

(Europay, MasterCard and Visa, the 
companies that have launched the idea), 
based on the use of chips to offer greater 
security. In addition, certain large chains 
are realising that it is better for them to 
accept even small card payments because 
they spend less time than when dealing 
in cash. The United States is also a fertile 
market for new means of payment. To 
give a few figures to support this trend, in 
2013, e-commerce accounted for 6.4% of 
the total; 86% of North American POS 
will accept NFC payments by 2017 and 
the Starbucks application processes six 
million transactions each week.
 
Europe
Europe is clearly a mature market. In 
non-cash payments, there is a 
reasonable balance between transfers 
and cards, though perhaps not for 
long if we take into account the 
different rates of development in 
recent years. Transactions with credit 

36%
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10%

Direct debits/
tranfers

Figure 4. Traditional means of payment in the North 
America

Source: Red book USA 2013.
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(60% of mobile phones are smart), which 
can be key for developing new means of 
payment, also points to a leap forward in 
the near future. Banks are launching 
various virtual wallet solutions and small 
mobile payment applications (taxis, 
metered parking in towns and cities...) 
have also appeared on the market.

Latin America
Cash is the mass means of payment. 
95% of transactions are completed with 
physical money. In many countries, it is 
almost the only means of payment: in 
Peru, it accounts for 99% of 
transactions; in Colombia, 98%; and in 
Mexico, 96%. The main reason is that 
only a small percentage of the 
population have bank accounts. 61% of 
Latin Americans are alien to financial 
institutions. Only Brazil has a non-cash 
payments index similar to the level of 
some Western countries, i.e. 15% of the 
total. That effective monopoly is 
changing, but it is still not conspicuous 

Spain
Cash payments prevail (84% of total 
transactions) for economic reasons 
(influence of the underground economy) 
and convenience of use (wide network of 
ATMs). In non-cash payments, cards and 
transfers share the market, while cheques 
have all but disappeared. In the case of 
credit and debit cards, the number of 
transactions per inhabitant and year (52) 
has more than doubled so far this 
century; however, it remains well below 
the average for the European Union (79) 
and falls far short of the levels of use in 
Nordic countries (over 200 transactions 
per year). In new means of payment, 
Spain is still at the starting line (in 2013, 
the value of online trade accounted for 
less than 1% of the total); however, there 
is high potential for growth. After more 
or less overcoming the economic crisis, 
which froze consumption, the rate of 
annual increase in Internet transactions 
is high, with figures close to 30%. The 
generalisation of high-end mobile devices 
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Figure 5. Traditional means of payment in Spain

Source: Bank of Spain.
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services. It is the largest card issuer in 
Chile and Peru.

Asia-Pacific 
The means of payment market is divided 
into two distinct areas. The developed 
countries in the region (Japan, South 
Korea, Singapore, Australia...) follow 
patterns similar to those of the West, with 
cash use levels of between 40 and 86%, 
and an average of 62%. However, 
developing countries (China, India, 
Malaysia, Taiwan, etc.) are more in line 
with Latin America and cash is used in 
96% of transactions. The most dynamic 
and exciting market is China, owing to 
the volume of its transactions and its 
evolution. In China, there is a significant 

in large numbers. The different types of 
cash transaction are growing at a 
healthy pace. Between 2008 and 2012, 
the average annual rate reached almost 
20%. The channel with the greatest 
potential is that of credit and debit 
cards; they are taking the place of 
cheques and now account for 81% of 
non-cash payments, compared to 70% 
in 2000. In Brazil, for example, the 
number of card transactions nearly 
doubled between 2009 and 2013. 
E-commerce is emerging and certain 
non-bank players have entered the 
market. Take, for example, the case of 
Falabella, a Chilean retailer operating 
in six Latin American countries and 
offering a wide range of financial 
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Africa 
This is the least advanced market, with 
an overwhelming predominance of 
cash (in many countries, the rate is 
almost 100%) and the continued use of 
primitive means of payment, such as 
barter. In addition, only 25% of the 
adult population have bank accounts, 
although there are significant 
differences between the north (more 
developed) and sub-Saharan Africa, 
which has the highest rate of poverty in 
the world. The most striking feature of 
the African means of payment market is 
that it has leapfrogged its way forward 
in terms of technological development. 
Unlike Latin America, where credit and 
debit cards play a central role in the 

development of various non-cash 
means of payment, in Africa they are 
hardly ever used. In some countries, 
citizens have chosen to skip this option 
and have moved directly over to mobile 
payments, which do not necessarily 
require a banking infrastructure. The 
numbers are surprising: 52% of 
payments via mobile phones around the 
world originate from Africa and 16% of 
adults have paid, sent or received 
money via mobile at least once in their 
lives; in the rest of the world, the 
percentage stands at 5%. It is what 
might be called the ‘M-Pesa effect’: the 
mobile phone payment system created 
in Kenya and exported to other 
countries in the region.

increase in non-cash payments , which 
now account for 10% of the total. The 
growth of its middle class is leading to a 
greater use of cards (there has been 
widespread deployment of terminals in 
stores in recent years). There has also 
been a boom in e-commerce transactions, 
accounting for 6% of the sector. The 
popularity of payment systems such as 
Alipay is part of the boom. Alipay, which 
is the payment service offered by the 
online store giant Alibaba, processes 80 
million transactions every day and more 
than half of them are through mobile 
devices. By contrast, physical mobile 
payments are still on the runway because 
traders do not have the NFC technology 
necessary for processing.
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•   PayPal. This is the oldest of the new 
means of payment and has become an 
important benchmark for the industry. 
It is a payment and transfers system 
that uses the Internet. Much of its 
success lies in its simplicity. Users don’t 
have to share financial data: to pay for 
a purchase, all they need is an email 
and a password. First of all, you have 
to associate the PayPal account with a 
bank card or account, which is where 
the money comes from. Payment can 
also be made via a mobile phone 
application. Everything is easy and 
seemingly safe thanks to an advanced 
automatic encryption system. The 
seller’s commissions are usually higher 
than with other means of payment.

The history of financial innovations and, 
in particular, means of payment, is 
intrinsically related to economic 
progress. The relationship is a two-way 
thing: the improvement of payment 
systems has historically favoured 
economic development and has also 
produced a reverse link such that it 
has been the economy that has 
forced the modernisation of 
payment systems.

One obvious example of that 
relationship was the 
generalisation in the 17th century 
in Europe of the bill of exchange, 
a document that is both means 
of payment and credit 
instrument. Their negotiable 
character, recognised in Italy 
since the 16th century and 
gradually accepted in other 
countries, was instrumental 
in mobilising financial 
resources internationally 
and continuing the 

commercial revolution of the 
Renaissance and later centuries.

The most distant predecessor of means of 
payment we know is barter, which is the 
most primitive form of trade. However, 
barter had many drawbacks (the largest 
being that the two parties to the 
transaction had to want what the other 
offered) and to solve that problem, first of 
all, in the year 9000 BC, we used salt, 
cocoa beans and shells, and later, in the 
7th century BC, coins. They were a 
mixture of gold and silver and they were 
invented in Lydia, a kingdom located in 
what is now Turkey. Its ruler was King 
Croesus, who has gone down in history 
thanks to his immense fortune.

Another breakthrough was the cheque, 
which completely changed the concept of 
means of payment. It was created by the 
Romans and brought an element of trust 
into the transaction, since it is not a 
means of payment using physical value 

Success stories in the fog
The future of means of payment is 
uncertain. It seems clear that the use of 
cash and cards, which is what prevails in 
general, will tend to decline; what is not 
known is which products or services will 
eventually replace them, certainly in 
part, in the mid and long term. But in the 
fog there are many successful 
experiences at global or regional level 
that knowingly combine the use of new 
technologies, customer experience and 
security and they offer us clues as to 
where things might go in the future. Let’s 
look at some of them in detail.

History of means of payment  
(and the economy)
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PayPal’s business strategy is also 
interesting. It was created in 2000 as a 
system to facilitate payments between 
individuals and its business 
skyrocketed when it joined the virtual 
gateway in eBay, the Internet auction 
company, which finally bought the 
business in 2002. In less than fifteen 
years, PayPal changed from losing a lot 
of money (when it started up, it had to 
offer a $10 bonus for new users and in 
18 months, it recorded a loss of $137 
million) to what is now a thriving 
business.

In 2014, it had 162 million active 
accounts, was present in more than 200 
countries and generated revenues of 

$7,904 million, 19% more than in 2013. 
In 2015, PayPal is expected to split 
from eBay.

•   M-Pesa. This is a payment system 
via mobile phone successfully 
launched in Kenya in 2007. In a sense, 
it is the reverse of PayPal: it is 
directed at non-banking customers 
(in Kenya only 19% of the adult 
population use formal financial 
services) in a market in an emerging 
country and a population with a low 
level of income. To send money 
through M-Pesa (an acronym that 
comes from the English term  mobile 
and the Swahili weight, i.e. money), 
the procedure is as follows: you 

(such as coins made of precious metal), 
but rather a document through which the 
trader assumes he will receive the agreed 
amount. In addition, its appearance 
generates the need for an intermediary to 
pay the trader on the customer’s behalf.

The role of necessity
Banknotes, or paper money, were also 
born of economic necessity. In seventh-
century China, the explosion of the 
demand for money caused by economic 
growth made it more and more 
dangerous and expensive to transport, so 
traders began to use money orders made 
out to the bearer that could be cashed in 
another city. When these documents 
became popular, they started to be 
printed and that was how banknotes 
appeared, later issued on behalf of the 
emperor himself, a circumstance 
recorded by Marco Polo in some of his 
chronicles from the 13th century. 

It took the invention several centuries to 
reach Europe. The first Western bank to 
issue state-backed banknotes was the 
Swedish Riksbank, which did so in 1661.

The next leap in technology and concept 
in the history of means of payment was 
the emergence of the credit card. In 1914, 
General Petroleum Corporation, a 
network of service stations in California 
(United States), launched a metal card so 
that its employees and customers could 
buy petrol and pay for repairs to their 
vehicles in its establishments.

There were later attempts, but the final 
consecration of plastic money came in 
1950, when Diners Club launched a card 
that could be used to pay in shops and 
restaurants. Legend has it that the idea 
came when its founders were dining at a 
New York restaurant and discovered they 
didn’t have enough cash to pay the bill. 

True or not, the fact is that it planted the 
seed for the great consumer revolution in 
the US in the 50s and 60s.

The emergence of the Internet in the 90s 
was also a radical breakthrough in 
payment habits, insofar as it made it 
possible, for the first time, to complete all 
kinds of transactions from your own 
living room. The emergence of virtual 
currencies (especially bitcoin) is also a 
potential break-off from traditional 
means of payment. But that’s not history 
anymore. It is the present and the future 
of means of payment.
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The launch of Apple Pay, which 
occurred in the United States in 
October 2014, had an immediate 
impact on the mobile payments 
market. Four months after its 
release, 750 financial institutions 
had joined the system and it could be 
used in more than 200,000 vending 
machines (kiosks, launderettes, pay 
machines at car parks and other 
self-service terminals). It is still early 
to see it as a winning standard, but 
according to data from Apple, two 
out of three contactless transactions 
made in the United States are now 
made through Apple Pay. The system 
is to be implemented in Europe 
throughout 2015.

deposit cash in an agency on the 
network, you send an SMS to the 
recipient on your mobile phone and 
he goes to an agent in his area, or 
even an ATM, to receive the money 
upon presentation of an identification 
code. Both the sender and the 
recipient pay a small fee for the 
service, which is used mainly to send 
money to rural areas of the country. 
 
M-Pesa was launched by Safaricom, a 
Kenyan company owned by Vodafone, 
which had to invest heavily to create a 
network of agents (there are more 
than 80,000 money deposit and 
withdrawal points) and finance a 
technology platform adapted to the 
most basic mobile phone handsets. 
Today, the service is used by more 
than 18 million Kenyans, i.e. more 
than two thirds of the adult 
population. 
 
The model is considered a role model 
in developing countries and imitators 
have emerged in other parts of the 
world, especially in Africa. Vodafone 
itself has replicated the project, with 
mixed success, in Tanzania, 
Democratic Republic of Congo, South 
Africa, India and Romania.

•   Apple Pay. This is a mobile means 
of payment in physical stores linked 
to the credit card. It works with 
contactless technology, which uses 
an NFC (Near Field Communication) 
chip to connect the mobile phone to 
the Point of Sale (POS). It is suffice 
to place the mobile phone near the 
scanner at the store to pay instantly 
through a credit card. The 
technology is widely used by various 
agents, including Google Wallet, 
PayPal or, in Spain, major financial 
institutions. The main new feature of 
Apple Pay is that the identification 
process is done through the user’s 
fingerprint, which adds extra 
security to the procedure. 
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In 2014, The Economist magazine opened the debate: Wouldn’t it be 
better to abolish cash? The question was not asked without some 
thought. Renowned economists such as Kenneth Rogoff, former 
chief economist of the International Monetary Fund, think it would 
be a good move. The disappearance of cash would bring counterfeit 
money to a sudden death, limit tax evasion and make it possible to 
monitor illegal or irregular financial transactions.

In this way, governments could collect more taxes and fight 
against organised crime. There are also experts who argue that 
the decision would enable the development of a more efficient 
monetary policy, especially in times of economic crisis.

The debate on the elimination of cash is not just theory. 
Governments are beginning to actually take steps in that 
direction. Israel, for example, has announced severe legal 
limitations for commercial transactions made in cash to 
combat tax evasion, which is deeply set in the country’s 
economy. In Sweden, the initiative has been taken by 
financial institutions and stores. Many bars and shops no 
longer accept cash and some bank branches do not process 
it. Not surprisingly, the number of bank robberies and 
attacks on security vehicles has fallen dramatically in the 
country.

The benefits are clear, but the abolition of cash also 
involves many difficulties and contraindications, not 
just in emerging countries, where electronic payments 
are usually rare for economic, cultural or 
technological reasons. In many developed countries, 
the habit of paying in cash is deeply rooted among 
citizens, who use only cash, especially in their 
day-to-day transactions.

The disappearance of banknotes and coins also 
involves a potential conflict for the loss of privacy.

Is a world without cash 
desirable and/or possible?
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The customer is the boss. This statement 
has become a mantra in the modern 
business world. In fact, the consumer is 
no longer a passive player; he has taken 
the reins of the relationship with 
companies and has a great deal of control 
over it.

This change is influenced by many 
factors, but the genuine catalyst has been 
the Internet, which allows customers to 
be better informed, share experiences, 
compare, have their say before large 
audiences, demand and, ultimately, 
influence the goods and services they are 
offered.

This is true of almost every business and 
is especially applicable to means of 
payment, an industry in which the 
intersection between new technologies, 
ease of use and the perception of security 
are key to development. Therefore, the 
trends and future of means of payment 
are set by customer preferences (their 
needs, inclinations and wishes).

In this context, we have seen fit to 
conduct market research that provides us 
with the user’s view of the conclusions of 
this report. These are the results.

Qualitative analysis

Current situation and recent 
developments. Participants in the 
study consider that means of payment 
that at some point might have had a 
specific weight in transactions in Spain, 
such as cheques or promissory notes, 
have been superseded. Their perception 
of the current situation is based on the 
cash-card-electronic/mobile payments 
triangle:

•  Cash. Their experience tells them that 
it is still commonly used, but less so 
and for smaller operations.

 
•  Credit cards and debit cards. Their use 

is a revolution in terms of security 
because the fear of theft is limited 
(“you no longer have to hold on to your 
bag when you have to make a large 
payment,” says one of the participants) 
and if it is stolen, they pay you your 
money back; however, the fear of 
someone copying your card appears. 
They are used more and more, 
although not yet in everyday 
transactions: “Not to pay for a drink in 
a bar yet, because it makes you feel a 
bit strange, but...”.

•  Electronic and mobile payments. The 
general impression is that the 
phenomenon is at a very early stage 
and is beginning to replace cash, but 
not cards. There are many options and 
people don’t really know where they 

The customer’s point 
of view
Facts and trends



 The customer’s point of view     21

stand. Participants do not distinguish 
between technologies, products, 
applications and systems. Their 
memories are associated with a 
particular experience or service 
(PayPal, application for paying the taxi 
or the car park...), not a type of 
payment.

Future expectations. Forecasts 
suggest that cash will tend to disappear 
and physical (plastic) cards will also lose 
out to cards stored on mobile 
smartphones. The new means of payment 
will gradually replace conventional 
means and there will come a time when 
almost all transactions take place online, 
especially through mobile devices. The 
smartphone will be our wallet. It will 
replace the computer in online shopping 
and do away with physical cards for store 
operations. It is a radical and inevitable 
change, similar to that brought about by 
the appearance of cards, but it will be 
carried out more gradually. Partly 
because new means of payment suffer 
from dispersion, insufficient information, 
lack of incentives for use and lack of 
leadership of the agents.

The winning profile. Research 
participants believe that the winning 
means of payment will have three 
characteristics:

1.  Backed by major banks. Trust and 
convenience, especially if it comes 
from your bank, because you don’t 
have to move your money around to 
make payments.

 
2.  A quick (no complicated passwords) 

and secure (fully protected against 
theft of the device and impersonation) 
identification system.

3.  Versatility. In other words, it can be 
used in all kinds of (physical and 
virtual) stores.

With these guidelines, the general feeling 
among respondents is that the method of 
payment with more potential, despite its 
recent introduction (at the time of 
writing, it has not even reached Europe) 
is Apple Pay (see information in Chapter 
1). Participants also see a future for 
applications for small payments and 
PayPal. However, they are wary of 
systems based on wearable devices such 
as watches and other accessories, as they 
are seen as too futuristic. Nor do they 
believe in wallets specific to certain 
banks, which in their opinion will 
eventually be absorbed by more universal 
systems, nor in virtual currencies such as 
bitcoin because of its high volatility.
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cards, mobile applications, contactless 
cards and wallet payments vary in a 
wide range of around 50%. The levels 
of awareness of Iupay (a virtual 
payment system promoted by Spanish 
banks) and Yaap Money (an application 
for sending money between 
individuals), which were launched in 
2014, are 20 and 16%, respectively.

Quantitative analysis

Awareness. The survey investigates 
the level of awareness of means of 
payment. Given that traditional 
channels are well known, it is 
especially interesting to hear what 
participants say about the new means 
of payment. In this respect, the level of 
awareness of PayPal, with 88%, is 
worthy of particular note. Virtual 

Figure 6. Awareness of new means of payment in Spain

Source: Survey: The future of means of payment in Spain, by PwC and IE Business School.
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Use. The use of cash is universal. It is 
used by all citizens, regardless of sex 
or age. The second most popular 
means of payment is the debit card, 
with more than 90%. Among new 
means of payment, PayPal is the most 
widely used. Over 50% of respondents 
say they have used it at some point (far 
in excess of traditional channels, such 
as the cheque). In terms of sex, men 
make more use of means of payment. 

With one exception: the debit card, 
which is used more by women. 
Differences in terms of sex increase in 
new means of payment, which are 
used much more by men. In the case of 
PayPal, the gap between men and 
women spans twenty percentage 
points (63% vs. 43%). There are also 
significant differences in terms of age. 
The new means of payment are clearly 
used more by young people. For 

example, two out of three respondents 
between 25 and 34 years have used 
PayPal, while one in five over 55s have 
done so.
 

Figure 7. Means of payment used in Spain

Source: The future of means of payment in Spain, by PwC and IE Business School.
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Frequency. In order to hear citizens’ 
views on means of payment, it is also 
important to know how often they use 
them. Cash is used daily by more than 
60% of survey participants. No other 
medium comes close. As far as new 
means are concerned, it is surprising to 
see that contactless cards, which are 
relatively little known, are frequently 
used (38% use them at least once a 

week), although it should be noted that 
this high rate corresponds to the group of 
people who have this means of payment, 
not the total number of respondents. 

Figure 8. Frequency of different means of payment use in Spain

Source: The future of means of payment in Spain, by PwC and IE Business School.
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Attributes. In this section of the survey 
we ask the respondents for their opinions 
on usefulness, convenience, security and 
guarantees of each of the new means of 
payments. PayPal excels in all areas (with 
scores of between 7 and 8 out of 10) and 
it is the means of payment most highly 
rated among respondents. Contactless 
cards and virtual cards come second in 
citizens’ minds. In general, the 

assessment of users is higher than 
non-users, meaning that one of the 
challenges facing the new means is to 
encourage user experience. 

Mobile payment (wallet)

PayPal

Contactless cards

Payment by mobile applications

Virtual cards

IUPAY

YAAP Money

Figura 9. What do users value most in the different means of payment?

Source: Survey: The future of means of payment in Spain, by PwC and IE Business School.
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logical, the higher the amount and this is 
particularly evident in the case of cash 
and charges to the phone bill, where 51 
and 82% of respondents, respectively, 
would not pay a high amount. In the case 
of new means of payment, the least 
trusted for high amounts is the 
contactless card. 

Amounts. Respondents expressed their 
preferences on the amounts of the 
payments they make. There are no major 
differences among the different means of 
payment evaluated (cash, credit card, 
debit card, cheque, transfer, mobile bill, 
PayPal, contactless card and virtual 
card). In all cases, a large majority of the 
participants are willing to pay any 
amount (between €10 and no limit). 
However, resistance to operating with a 
given means of payment increases, as is 

Figure 10. Amount of money users are willing to pay depending on the payment
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Source: Survey: The future of means of payment in Spain, by PwC and IE Business School.
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Guarantees. The survey also invites 
participants to comment on the trust 
inspired by the companies that develop 
mobile means of payment when choosing 
one or the other. Banks are rated highest. 
Over 80% of respondents approve of the 
guarantees they offer. Technology 
companies (Google, Amazon, Apple, etc.) 
are backed by two out of three, while 
telephone companies are approved by 
just over half of the survey participants.

Methodology. A qualitative 
assessment was made, based on a 
group meeting that lasted two 
hours. Participants aged between 
30 and 40 years (men and women). 
Field Work: 5 November 2014. 
Quantitative sample: 200 online 
interviews and 300 telephone 
interviews. Sampling error: for a 
trust level of 95.5% and under usual 
sampling conditions (p=q=50%), 
the margin of error for the total 
unsegmented sample is   4.46%. 
Type of questionnaire: semi-

structured. Approximate duration of 
15 minutes online and 10 minutes 
on the telephone. Participants aged 
between 25 and 55 years for online 
and between 25 and 65 for offline. 
Smartphone users and banking. 
Fieldwork: between 26 November 
and 2 December 2014. Statistical 
analysis: simple tabulation and 
frequency crossover with the 
Barbwin (including test of 
significance) and SPSS programs.

Figure 11. Maximum amount users are willing to pay depending on the payment
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Figure 12. Guarantees and future of payments
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The information on users’ views given in this report is only an excerpt from a more 
thorough investigation, as follows:
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The means of payment system has been 
subject to much negative tension for the 
last 15 years, following the 
democratisation of the Internet. 
Technological advances have led to a 
situation where traditional players 
(basically, the financial industry) see 
their position threatened by newcomers 
who are claiming a piece of the business: 
technology companies, mobile 
manufacturers, software providers, 
telecommunications operators, 
distribution companies, etc. The pace of 
change has accelerated in the sector 
with the widespread use of mobile 
phones. It is estimated that there are 
now more mobile phones than people in 
the world. According to the GSMA 
Intelligence analysis firm, in October 
2014 the figure reached 7,220 million 
compared to a world population of 7.200 
million. If we consider that the first 
phones started to be sold in the mid-80s, 
there is no record in history of such a 
quick and explosive expansion of a 
man-made device.

Forecasts for the next few years 
confirm the huge impact of mobile 
technology. It is expected that the 
number of owners of smartphones 
(smart mobile phones, i.e. with 
features similar to those of a computer, 
especially access to the Internet) will 
surpass a penetration level of 50% 
among the adult population in 2017 to 
reach 3,500 million in 2019, according 
to Forrester.

With these figures, it is not surprising 
that mobility has become the key factor 
of the market and all players want their 
share in this new paradigm.

Furthermore, financial institutions, 
which have traditionally been driven by 
inertia when there are changes in the 
market, are making great efforts not to 
be left out of the new trends. The effort is 
well justified. According to a PwC report 
on the sector, the alteration of the means 
of payment ecosystem by the emergence 
of mobile payments accounts for 
approximately $20,000 million for the 
financial services sector. 13.000 million 
of that figure correspond to new 
opportunities to generate income and the 
remaining 7,000 million to a reduction of 
potential losses.

The changes occurring in the sector are 
not only technological, economic or 
market-based; they go further and affect 
the very essence of the payment system.

As shown in Figure 13, the traditional 
system is product-oriented: the customer 
is just another part of the transaction 
flow. Card payments and transfers or 
direct debits are regulated in such a way 
that banks are critically important at 
every stage of the process and are thus 
able to generate significant revenue for 
their participation in it.

This operating system is under review. 
Now, the customer is the centre of 

Players
Tension on stage
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everything. He has more options, more 
information, is able to influence the 
decisions of his peers and demands 
more. As a result, all the players revolve 
around his needs. On this new playing 
field, traditional financial institutions 

start with an advantage, as they have 
been providing the service so far and 
therefore have earned a certain amount 
of trust. However, the new system 
leaves many gaps for disintermediation, 
opens the door to new competitors, 

provides opportunities to offer other 
services on an equal footing, lowers 
margins and ultimately suggests that 
business models will have to change 
completely if they are to adapt to the 
sector’s new context.

Figure 13. From product to customer
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The change taking place in the sector can 
also be explained by means of a triple 
graph. Figure 14 describes the traditional 
means of payment system (cash, cheques, 
cards, transfers, etc.) in its various 
interactions or relationships between 
consumers and companies. In this 
scheme, the hegemony of banks is very 
clear.

In Figure 15, the new competitors come 
into play. We can see, on an orange 
background, which areas of the business 
traditionally controlled by banks are 
under attack from the newcomers. This 
does not mean that in these business 
segments financial institutions are losing 
the battle, but there is a certain risk of 
that happening in the short and mid-term 
(i.e. in a very short time, because in the 
world of technology terms are 
particularly short).
 

Figure 16 completes the cycle of 
transformation of the means of payment 
sector. Here we see not only the 
traditional business areas that are in 
dispute, but also that a new area of 
income has been created (what is called 
‘emerging digital’ in the graph), offering 
opportunities for all. It is clear therefore 
that the financial industry not only has to 
defend its traditional business 
strongholds (cash, cards, cheques, 
transfers,...) but can also extend its 
influence to new digital businesses 
(mobile payments, alternative networks, 
electronic billing and payments, wallets, 
etc.) and benefit from this emerging 
source of income, though it will not be 
easy to deal with competitors who are 
more agile and flexible.

Figure 14. Traditional landscape of payments
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Figure 15. Transition scenario of payments 
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Figure 16. Current scenario of payments
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new means of payment, especially 
mobile payments, is key to 
understanding citizens’ shopping 
habits and developing marketing and 
product development strategies. 
Examples of this awareness are 
HSBC’s investments to be present in 
the social media, the acquisition of the 
US digital bank Smile by BBVA or the 
agreement of five British institutions 
(including Banco Santander) to 
support Zapp, a mobile payments 
system

•   Card companies. Some well-known 
brands, such as Visa and MasterCard, 
were in their early days non-profit 
entities created by different banks to 
manage the card business. Today, they 
are both listed on the stock market. 
Their revenues are linked to card 
issuance and the processing of 
payment transactions. The brands 
themselves are responsible for 
establishing and enforcing a code of 
operation for the card market, which 
gives them a great deal of influence on 
the global means of payment system. 
They are vulnerable to innovations 
based on alternative channels, which 
directly attack their source of income, 
but so far most of the new means of 
payment are based on the use of the 
cards, which provide coverage for 
e-commerce transactions and 
operations with mobile devices.

Part of the strategy of card issuers 
focuses on promoting standards and 
good practices for digital payments. 
Accordingly, the major companies in 
the sector (Visa, MasterCard, 
American Express, JBC and Discover) 
have developed a global standard 
framework known by its initials in 
English, PCI DSS (Payment Card 
Industry Data Security Standards), to 
improve security. The main new 
feature of these criteria is the use of 
tokens (encrypted security codes) for 
each transaction, which eliminates 

The key players: strategies for 
the melting pot

Changes in technology, changes in the 
scheme of operation, changes in the 
concept, changes in competition and in 
the perimeter of the sector, reduced 
margins... The means of payment 
industry is a melting pot. Now let’s look 
in detail at the main protagonists of the 
means of payment system and how they 
are behaving in the light of the 
transformations that are occurring in the 
market:

•   Banks. They are the traditional 
players and benefit from their 
experience in the sector. They inspire 
trust among customers (more than any 
other agent) and have the advantage 
that the vast majority of paid workers, 
at least in developed countries, receive 
their salaries through bank channels. 
They also process payments between 
companies. They are trying to exploit 
this situation to their advantage in 
traditional means of payment to 
become advisors (purchasing 
suggestions, crossed sales  or 
comparisons for the home, consumer 
goods or transport), provide value-
added (coupons, loyalty programmes, 
tools for managing and understanding 
personal finance) and supplying third 
parties (insurance, travel, events, 
home, etc.).

Regarding the new means of payment 
that threaten their hegemony, banks 
have launched a few initiatives or 
trials, individually and on 
collaborative platforms with other 
entities or agents. Until recently, their 
strategy was, in general, to wait and 
see, hoping that the market will 
choose a winning standard. Now, 
there is a certain urgency for joining 
new projects so as not to miss the 
industry’s revolutionary train. The 
financial industry is aware that 
participation in the consolidation of 
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agreement for the adoption of a 
common standard for NFC technology.

But the secure element also came up 
against competition. In 2013, Google 
released the HCE standard (Host 
Card Emulation, a security system 
stored on the cloud and running 
under the Android operating 
system). This weakened the 
advantageous position of operators 

having to communicate the card 
number and also makes it unnecessary 
for the retailer or operator to process 
or store the details. There are also 
complementary initiatives, such as the 
EMV standard (Europay, MasterCard 
and Visa), initially launched in 
Europe. It incorporates a chip that 
offers more security for transactions 
and identifies the customer by means 
of a PIN.

•   Telephone operators. Mobile 
operators have spent years trying to 
enter the means of payment market. 
Initially they opted for SMS and USSD 
technologies, which enable the 
sending of messages by phone. In 
emerging countries, where most of the 
population does not have a bank 
account and mobile penetration is 
high, the proposal was very successful, 
as evidenced by the case of M-Pesa in 
Kenya (see page 17), which was 
developed in 2007 by one of 
Vodafone’s investee companies.

In developed countries, however, this 
option did not get the support of 
consumers, who preferred to continue 
using card payments. Therefore, 
telephone operators changed their 
approach and promoted NFC 
technology, which is used to connect 
the mobile phone with the Point of Sale 
Terminal (POS). This allowed them to 
ensure participation in the process by 
integrating a secure element in the 
SIM card, i.e. a solution that provides 
the security necessary for a 
transaction, to a communication 
protocol lacking in security, such as 
NFC. This strategy materialised with 
the creation of the Isis platform in 
2010 (founded by AT&T, T-Mobile and 
Verizon), later renamed Softcard, to 
avoid overlapping with the name of the 
Islamic terrorist group, and finally, in 
2015, it signed a strategic alliance with 
Google. In Spain, in 2011 Telefónica, 
Vodafone and Orange signed an 
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Samsung decided not to be left behind 
and in February 2015 also announced 
the launch of its own mobile payment 
system, which will be on the market in 
the summer of 2015. Samsung Pay 
will combine two technologies: NFC 
and MST (Magnetic Secure 
Transmission). Therefore, it can be 
used on almost every POS terminal in 
the world, regardless of whether or not 
they support NFC. Samsung also 
offers fingerprint authentication.

Another potential major player is 
Xiaomi, known as the Chinese Apple, 
which recently overtook Samsung as 
the leading manufacturer of mobile 
phones in China. Xiaomi has created a 
means of payment and also has its 
own virtual currency for purchasing 
services on its platform.

•   Retailers. Traditional distribution 
businesses are entering the means of 
payment world by marketing various 
initiatives (cards, applications or 
wallets), which in most cases are 
closed loop, i.e. they only work in a 
given commercial space. The most 
obvious success story is the application 
of the Starbucks cafeteria chain, which 
is already the largest digital means of 
payment in the USA: it is used in more 
than six million transactions a week. 
Other US retailers are focusing on 
MCX’s CurrentC, a mobile payment 
solution based on QR codes that avoids 
cards by interacting directly with 
customer s’ bank accounts. Wal Mart, 
the largest distribution group in the 
world, has committed heavily to this 
technology, which is also used by the 
electronic products chain Best Buy. In 
another approach, OpenTable, which 
appeared in the United States as a 
service for booking restaurant tables 
over the Internet, now offers the 
possibility of payment through an 
application that prevents diners from 
having to ask for the bill. In Spain in 
April 2015, the Vips restaurant group 

in the field of mobile payments. To 
compensate for this loss of 
leadership, some operators have 
launched wallets, i.e. specific 
electronic wallets that also work 
with NFC technology. This is the 
case of the Vodafone Wallet, which 
has been operating in the UK, 
Germany, Italy, Spain and the 
Netherlands since 2014.

•   Mobile manufacturers.All 
manufacturers have included NFC 
chips in their terminals, but until very 
recently they have not used all their 
capacity to play an important role in 
the means of payment market. In 
October 2014, Apple threw the first 
bomb with Apple Pay, a system based 
on NFC technology whose most 
innovative feature is biometric 
identification through the fingerprint.
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manufacturers to see who will 
dominate the standard that links 
phones with point-of-sale terminals. 
Google has a finger in every pie, but 
considering that its main objective is 
information, its interest does not seem 
to be the direct business of means of 
payment (which has very low margins) 
but rather the indirect business, i.e. 
access to massive amounts of data that 
provide knowledge of consumers and 
their shopping experience.

Another line of attack against the 
market is social media companies, 
such as Facebook or Twitter, whose 
main weapon are their hundreds of 
millions of users. In March 2015, 
Barclays launched a service that 
allows payments through Twitter by 
simply installing an application on 
your mobile. There are also start-ups 
that are entering the value chain and 
claiming a place in the market, relying 
on their flexibility and their ability to 
innovate. Stripe or Square, for 
example, offer a solution for small 
traders to accept card payments 
without having to take out a POS 
service, which has associated costs. 
Instant messaging applications, such 
as WeChat or Snapchat, are also 
including card payment options in 
their services for transactions between 
people. They are also developing 
different lines of business. One 
example is Line, which reached an 
agreement with an association of taxi 
drivers in Japan to channel payments 
from customers via their mobile 
phones.

A third group of technology companies 
is that of third party providers, i.e. 
external suppliers or promoters of 
payments that are characterised by 
entering the process via credentials or 
confidential passwords provided to 
them by the customer, and which offer 
retailers better conditions than 
conventional players. The emergence 

launched a mobile wallet for reserving 
and paying at all the group’s 
establishments. Some hypermarkets 
such as Carrefour and Alcampo, are 
also testing formulas for scanning and 
payment using QR codes and similar 
systems.

Digital native retailers have their own 
rules and battles. In this case, the 
Gordian knot is to be found in 
payments for e-commerce 
transactions, where PayPal is king. 
However, eBay, the popular product 
auction and purchase website, bought 
PayPal in 2002, and this created a 
double conflict. On the one hand, 
PayPal stopped being present on 
eBay’s competitors, such as Amazon or 
Alibaba. For example, Amazon has its 
own means of payment (Login and 
Pay) and the first thing it did straight 
after buying the Spanish Buyvip was 
to terminate its partnership with 
PayPal. PayPal shopping also caused 
problems for eBay, which cannot 
access other payment systems that 
compete with its subsidiary. 
Contraindications for both businesses 
have finally led to divorce and PayPal 
is expected to split from eBay in 2015.

One special case is Alipay, the 
payment system of Alibaba, the giant 
Chinese online store. Alipay is worthy 
of mention not only because of its 
numbers (it has 300 million registered 
customers and processes 80 million 
transactions a day), but also because 
of its advanced technology.

 
In March 2015, Alipay announced the 
launch of a mobile application, 
commercially called Smile to Pay, 
which validates user identification 
through facial recognition technology.

•   Technology companies. The most 
typical case is that of Google, which is 
embroiled in a wallet war with Apple 
Pay and also competes with mobile 
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Most new virtual coins, which have 
appeared in the last two years, are 
replicas of bitcoin, with modifications.
The ECB report highlights that their 
use as a means of payment is currently 
very limited, because of the risks 
involved: lack of transparency and 
clarity, high dependence on 
technology, anonymity of those 
involved, fraud and high volatility. 
However, the study does not rule out 
that if some of their features improve 
in the near future, virtual currencies 
may have some success in closed 
virtual communities and in the 
international transfers segment, partly 
replacing other electronic payments.

of these competitors (such as Sofort or 
Trustly in Europe) is reason for 
concern for financial institutions, who 
believe they take advantage of the 
infrastructure they created to steal 
away a part of their business.

•   Virtual currencies. These are the 
latest appearances on the means of 
payment stage. The example of bitcoin 
(see page 38) has spread and there are 
now around 500 virtual currencies in 
circulation according to estimates by 
the European Central Bank (ECB) in a 
report published in March 2015. They 
are not actual money because they are 
not issued by an institution, but they 
work in a very similar way thanks to 
their ease of use, anonymity and 
global reach. The proliferation of 
virtual currencies has led to the 
emergence of innovative companies 
whose business model is based on their 
production, storage, access and 
transfer.
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Multiple business models

Business models arising from the 
intersection of initiatives by players in 
the means of payment industry are many 
and varied in number and kind (from the 
traditional to the more progressive) and 
they are sometimes the result of 
collaboration between several of them. 
The following table offers a summary of 
the most important models:

Traditional Collaborative Innovator Retailer Mobile operator

Model 
Participants

• Banks/Issuers

• Association/network

•  Mobile Network 
Operators (MNOs)

• Banks/Issues

• Association/network

•  Alternative solution 
provider

• Retailers

•  Stand-alone 
merchants

•  Mobile Network 
Operators (MNOs)

Description Payments network 
builds upon existing 
network and deploys 
mobile payment 
applications or devices 
to customers, via bank 
partners, and ensures 
merchants have the 
required point-of-sale 
(POS) acceptance 
capability

Collaboration foster 
coordination among 
banks, mobile 
operators, existing 
payment networks and 
other stakeholders in 
the mobile value chain, 
including a potential 
trusted third party to 
manage and deploy 
mobile applications

Technology-based 
solutions leverage 
existing and 
complementary mobile 
assets to develop 
a digital wallet and 
related mobile payment 
capabilities

Merchants create 
independent, closed 
loop payment 
applications that 
are interoperable 
with existing POS 
technology

Mobile operator acts 
independently to 
deploy mobile payment 
applications and value 
added services through 
the mobile device as a 
“bill to mobile” or digital 
wallet payment solution

Examples Traditional card 
payment, Virtual POS

PayPal, iuPay, 
eWallets by operators 
or technological 
companies or 
manufacturers of 
mobile terminals 

Bitcoin, Trustly, Sofort
or social media 
solutions

Starbucks, CurrentC M-Pesa

Figure 17. Most important business models

Source: PwC report, Dialling up a storm: How Mobile Payments Will Create the Most Significant Revenue Opportunities of the Decade for Financial Institutions.
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The so-called virtual currencies have 
gained popularity as a means of payment 
as the needs for exchanging virtual goods 
and services have increased. Bitcoin is 
part of this group of coins (around 500 
are known) and it is the one that has had 
the greatest impact so far.

Bitcoin is a virtual currency or means of 
electronic payment that first appeared in 
2008. Its operation is based on a 
decentralised network that allows all 
kinds of transactions anywhere in the 
world via peer-to-peer (P2P), without the 
intervention of any central monetary 
authority governing the issuance of the 
currency. They are the so-called ‘miners’, 
who facilitate and verify transactions 
using highly sophisticated open-source 
software.

The miners provide their computing 
power to ensure that the transactions are 
legal. Their task is to register and verify 
valid blocks (a set of operations) and add 
them to a system called blockchain, 
which is a kind of accounts ledger where 
verified transactions (see next chapter) 
are saved. The bitcoin protocol defines 
the characteristics a valid block must 
have and the difficulty involved in 
achieving it, which increases over time. 
In exchange for providing their 
computing power and work, the miners 
receive compensation. At the present 
time, they charge 25 new bitcoins 
(almost $6,000) for each complete valid 
block, to be distributed among the 

miners who have been involved in its 
verification. Those who pay each 
operation also have the option of giving 
the miners a tip in the form of a tax.

The system is designed to allow any user 
to perform a transaction with another, 
but unlike traditional electronic trading 
operations, no personal information is 
necessary. In addition, payment is almost 
immediate, with no option for claiming 
to any institutional authority. In this 
sense, bitcoin is the closest thing there is 
to cash.

Anonymity, together with speed (the 
average wait to confirm a transaction is 
less than 10 minutes) and the minimum 
cost involved in transactions through this 
system (commissions, where they exist, 
are very low) makes many users familiar 
with new technologies consider that 
paying in bitcoins  is better than paying 
in traditional currency, by bank transfer 
or credit card.

Its ease of use has brought it dramatic, 
but also very volatile, market 
development. Between January 2103, 
which is when it really began to take 
hold, and early May 2015 its list price 
increased from 13 to 234 dollars 
(reaching $1,151 in December 2013). In 
that interval, the value of all bitcoins in 
circulation grew from 141 million to 
3,300 million dollars and the number of 
daily transactions grew from 25,000 to 
110,000.

Bitcoin, somewhere between 
success and mistrust
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This development of the use of bitcoin is for 
now focused on certain online stores and 
Internet gaming platforms. Its penetration 
in physical stores is still very low. According 
to figures from early March 2015, just over 
200 physical stores accept Bitcoin in Spain 
(85 in Madrid), while in the world there are 
about 6,300. However, there are signs that 
the virtual currency is here to stay. Dell, the 

well-known computer manufacturer, now 
accepts bitcoins in the United States, United 
Kingdom and Canada. Microsoft also 
accepts it for small transactions (games, 
music, films...) in the United States. 
Recently, the New York Stock Exchange 
debuted the NYSE Bitcoin Index, a new 
index that shows the dollar price of a 
bitcoin.
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Figure 18. List price evolution of Bitcoin, June 2013 to June 2015
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Figure 19. Daily transactions evolution in bitcoins, May 2014 to May 2015
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society’s explicit demands, since it 
enables fully interoperable payments on 
an electronic commerce platform without 
territorial boundaries. However, to 
become a mass means of payment, it 
would have to solve the volatility of its 
price, which fuels speculation and makes 
users uncertain about how much they are 
paying for what they buy. It also needs to 
clarify its regulation internationally to 
break from the image of a currency 
associated with irregular funding.
 

Symbol Name Mined Coins Marketcap

BTC Bitcoin 14,085,100 3,264,362.00 USD

STR Stellar 100,076,310,226 273,685,384.00 USD

XUSD CoinoUSD 100,000,000 94,774,080.32 USD

LTC Litecoin 38,442,404 54,971,154.40 USD

DRK Darkcoin 4,598,760 15,075,872.12 USD

DOGE DogeCoin 97,102,803,758 10,127,054.49 USD

NXT Nxt 1,000,000,000 9,724,649.60 USD

PPC Peercoin 21,421,191 4,964,577.31 USD

XEM NEM 8,999,999,999 1,272,362.40 USD

CLAM CLAMS 624,000 875,304.40 USD

MSC Mastercoin 563,162 798,848.91 USD

BC Blackcoin 74,544,674 731,659.37 USD

UNO Unobtanuim 189,023 455,751.40 USD

CGB CryptogrnicBullion 944,357 437,727.43 USD

Figure 20. Main cryptocurrencies

Success has come with a number of 
incidents that have undermined the 
credibility of the transaction system and 
generated mistrust in public opinion. In 
October 2013, the US FBI shut down Silk 
Road, an Internet market that operated 
exclusively with bitcoins, because it 
believed it offered cover for illegal trade. 
In February 2014, Mt. Gox, a Japanese 
bitcoin market went bankrupt after 
hackers plundered its digital wallets and 
made off with the equivalent of half a 
million dollars. The fears of the economic 
authorities have also led the governments 
of China, Russia and India to impose 
severe restrictions on the use of virtual 
currency.

With this background, what is the future 
of bitcoin and other cryptocurrencies as a 
means of payment? Experts believe it 
could become an oft-used means of 
electronic payment, considering its good 
adaptation to the Internet ecosystem. The 
bitcoin efficiently covers one of digital 

Source: http://www.cryptocoincharts.info/coins/info



The wallet war
Given the trends of recent years, the 
future of means of payment could be 
decided in the struggle for hegemony in 
the market of the so-called wallets. 
Wallets are where information is stored 
about payment cards, bank accounts and 
other personal financial tools, which 
allow you to make payments virtually.

Wallets stem from e-commerce on the 
Internet (what we might call electronic 
payments), but consumers’ tendency to 
use the mobile phone for all their daily 
activities has prompted operators to 
install applications on smartphones that 
enable them to shop with these devices 
(mobile payments).

The technology normally used is called 
NFC (Near Field Communication), a 
short-range wireless communication 
system (contactless) which works by just 
placing the phone close to the point of 
sale (POS) terminal to complete the 
transaction, either directly (for 
payments of less than 20 euros) or using 
a PIN (for larger amounts). The amount 
is charged to a card or an account 
associated with the wallet.

For the system to work, both the mobile 
and, at times, the SIM card and the POS 
must support or be compatible with 
NFC. The vast majority of terminals in 
stores and new mobile phones already 
incorporate NFC, which means no 
technological barriers to the take-off of 
mobile payments. However, its adoption 
by the consumer is still at an early stage. 
2015 is expected to be the year for the 
consolidation of mobile phone payments 
as a winning choice in the new means of 
payment ecosystem.

What is not clear is which system will 
dominate the future scenario. The 

market is highly fragmented and the 
battle for supremacy rages in at least 
two geographical areas:
•  Global War. The top contenders are 

Apple Pay and Google Wallet. The 
launch of Apple Pay in the United 
States in October 2014 reopened the 
competitive appetite in the global 
market for mobile payments. The 
emergence of Apple has also favoured 
Google Wallet, whose business was 
resuscitated by surprise one month 
after the launch of its rival: 50% more 
transactions were made and the 
number of active users doubled. 
Google Wallet was a pioneering 
initiative (it was created in 2011) but 
it has had little impact on the market 
because it is not associated with any 
financial institution or card operator. 
It has its own virtual card (debit 
card), but using it in physical stores is 
limited to the United States. However, 
Google is not resigned to playing 
second fiddle and in February 2015 it 
reached an agreement with Softcard, 
a mobile application owned by three 
mobile telecommunications operators 
(Verizon, AT & T and T-Mobile), who 
have undertaken to install Google 
Wallet on the mobile phones they sell. 
In addition, in late May 2015 Google 
announced the launch of Android Pay, 
a kind of evolved version of Google 
Wallet, which is easier to use (no need 
to download applications or use a 
PIN) and one it could live with in the 
coming months. PayPal is also on the 
horizon (appearing initially as a 
means of payment for e-commerce, it 
has migrated to mobile payments, 
introducing its new NFC technology 
in March 2015), together with 
Samsung Wallet, which has 
announced it will be joining the fight 
this summer.

 •  Local War. Financial institutions and 
telephone operators have also 
launched local initiatives in an 
attempt to ride the presumably 
growing wave of transactions via 
mobile phones. In Spain, the first to 
appear in late 2013 were BBVA Wallet 
and la Caixa Wallet (the latter in 
collaboration with Movistar, 
Vodafone and Orange). Later, the 
vast majority of financial institutions 
launched their own products. 
According to own data released by 
the bank itself, BBVA Wallet is the 
virtual wallet with the most users in 
Europe (400,000). Another line of 
experimentation involves platforms 
for cooperation between financial 
institutions, such as iuPay, launched 
in 2014. This platform comprises 
Santander, BBVA, la Caixa, Popular, 
Bankia and Sabadell, among others. 
However, iuPay only enables 
payments in e-commerce 
transactions (thus competing with 
PayPal in this segment), since it does 
not have NFC technology for 
purchases in physical stores. Yaap is a 
joint venture created in 2014. It is 
backed by Telefónica,

Santander and la Caixa and includes 
a mobile application for money 
remittances among members. And we 
must not forget the specific initiatives 
in the retail world, such as Inditex or 
Vips. All these projects form a very 
fragmented landscape and are at an 
early stage of development. It is 
difficult to predict how the market 
will evolve in the coming years.

 The players    41



42     Payments, a landscape in motion

As we have seen in previous chapters of 
this report, the means of payment market 
is, both geographically and in terms of 
the solutions on offer, very varied. The 
new means of payment (with their many 
variants, players and technologies), 
added to the traditional choices, form a 
puzzle with scattered pieces that time 
will presumably put in their place. In this 
sense, it can only be expected that in the 
near future there will be a process of 
convergence and standardisation in the 
means of payment ecosystem. How and 
when will depend on customers’ needs 
and expectations and the ability of 
companies in the sector to generate 
common solutions.

This process of convergence is influenced 
by a number of global, industry and 
technological trends whose intersection 
is the basis for the configuration of the 
means of payment landscape in the 
world.
 
Global trends
These are trends typical of contemporary 
society, spanning all sectors and 
industries and rapidly changing the 
global economy. In almost all of them, 
the catalyst is the Internet and digital 
technology and the main consequence is 
the increased decision-making power 
and influence awarded to consumers. 
The global trends that most affect the 
means of payment system are:

•   Mobility. It is estimated that there 
are more mobile devices than people in 
the world. The number of users is 
around five billion (about 4,650 
million in 2014), of which over a third 
are smartphones, and their 
progression seems unstoppable. The 
generalisation of mobile devices opens 
the door to radical changes in the way 
citizens pay and to the emergence of 
new business models. Advances in 
geolocation reveal where users are at 
all times and they can be sent certain 
offers (push notifications) or 
information tailored to their position.

•   Social media. Their spectacular 
appearance enables new ways of 
interacting with customers. Internet 
has gone from being an information 
tool to a channel for opinion. 
Therefore, users have more and more 
power and become prescribers of 
products they have used or 
recommended. They also have the 
power to generate viral content. In 
addition, the social media have great 
potential for becoming a pay channel, 
especially between individuals. 
Facebook (which in March 2015 had 
more than 1400 million active users 
and competes with China and India as 
the most populated country in the 
world) recently announced that it will 
allow money to be sent through its 
messaging application Messenger. 

Trends
In search of the lost
convergence
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•   Big Data. This is a new generation of 
technologies and architectures 
designed to extract economic value 
from large volumes of heterogeneous 
data through their capture, 
identification and analysis at high 
speed. It affords the possibility of 

transforming data into customers’ 
behaviour patterns to gain a competitive 
advantage. For example, information 
about card transactions can lead to 
advice for businesses in a given area on 
the consumer habits of the people who 
are nearby so they can make the right 

decisions. Potentially, it is also a useful 
tool for the early detection of fraud. Big 
Data draws on the vast amount of 
information generated on social media 
and electronic transmission, and is 
already a business of some 40,000 
million dollars a year.

Figure 21. Mobile users evolution 2014-2018

Source: eMarketer.

Smartphone users (billions)

Mobile users (billions)

2018

2014

5,59

2,73

4,65

1,76

Figure 22. World social media users

Source: Statista.

Facebook

Twitter

Google+

LinkedIn

Instagram

Year established

1,414 million

288 million

300 million

347 million

300 million

2003 2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015



44     Payments, a landscape in motion

 •   The cloud. Cloud computing is a 
new model for the provision of 
business services and technology. It is 
based on the use of servers or Internet 
services the user can access at any 
time and from any Internet-connected 
device. The cloud is cheaper than 

traditional technological architecture 
and it provides great flexibility in the 
use of Information. Until its 
appearance, companies were forced to 
create a technological infrastructure 
that was complex, rigid and not easily 
adapted to their real needs. The cloud, 

Figure 23. Big Data market forecast, 2011-2017 
(in $US billions)
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Figure 24. A new style of IT emerging
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however, adapts to any demand: 42% 
of those responsible for corporate 
technology plan to increase their 
investment in this model in 2015, 
according to Computerworld.

•   Wearables. The technology called 
‘wearable’ has a great deal of potential. 
Until now, the most popular devices 
have been those used to control sport 
activities (in 2015, almost 70 million 
of them will be sold, according to 
Gartner) and, at an earlier stage of 
implementation, smart watches, which 
after the announcements of new 
models by Apple and Google, will 
presumably surge in 2015. In the 
means of Payment world, the market 
has witnessed the arrival of bracelets 
with NFC functionality, i.e. they allow 
payment at POS terminals like 
contactless cards.

Figure 25. SaaS most highly deployed global cloud service by 2018 
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Figure 26. Global wearable device unit shipments forecast
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experience in stores, identifying 
products the customer buys and 
charging him automatically when he 
leaves. Although we don’t always 
realise the proliferation of these 
devices, their progress is amazing. 
Cisco estimates that in 2014 there 
were already 14,000 million devices 
connected on the market, and in 2020 
the figure will exceed 50,000 million.

•   The Internet of Things. It is one of 
the great revolutions in progress. More 
and more devices of various kinds are 
connected to the Internet and provide 
real-time information or autonomously 
perform certain actions. The typical 
example is the refrigerator that detects 
a lack of basic foodstuffs and makes 
the purchase at the supermarket. It can 
also be used to facilitate the payment 

Figure 27. Growth in the Internet of Things
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 •   Payments in e-commerce. 
E-commerce through mobile devices 
is growing at a much faster pace 
than traditional commerce, which is 
done on the computer. According to 
a study by Ipsos, the rate of increase 
in mobile transactions grew 
worldwide at an annual rate of 42%, 
versus the 13% of e-commerce. 
However, in both cases, the trend is 
the same: to facilitate and simplify 
the payment process. Therefore, 
virtual points of sale, which require 
the customer to enter his card 
details, are losing ground to other 
more ‘friendly’ procedures. This is 
the case of one-click (purchase with 
a single click), a term originally 
coined by Amazon that enables the 
purchase in one step, since the basic 
details of the transaction (address 
and card) have been provided by the 
customer beforehand. Another 
method is the payment gateway, 
which is a service for the exchange 
of encrypted sensitive information 
between the buyer, the seller and 
the banks involved in the 
transaction. The most popular 
payment gateway is PayPal, which 
also enables the previous storage of 
the customer’s card data to facilitate 
the transaction.

•   Person-to-person payments. 
The general tendency to carry less 
cash around and the growing use of 
technology, especially by young 
people, is a good breeding ground for 
the development of person-to-person 
payments through electronic 
channels. The requirements for this 
system to be accepted by users are 
that the money must be sent quickly 
and free or at a very low cost. That 
means that for the company offering 
the channel, return on investment is 
not easily obtained. The low 
transactional information generated 
in the movement (the reason why the 
money is being sent is not known) is 

Industry trends
The user has needs and expectations that 
have to be covered and that are 
summarised in a neologism: 
mobilecentrism. Everything revolves 
around mobility services on both a 
corporate and personal scale. Citizens 
have grown accustomed to using mobile 
devices for everything: social media, web 
browsing, messaging, offers, coupons... 
With the mobile as the main tool 
(although the computer still plays an 
important role, especially among the 
middle-aged generation), the most 
important future trends in the means of 
payment industry are as follows:

•   Payments in physical stores. The 
use of cash and credit and debit cards 
in commercial establishments will be 
gradually replaced or supplemented by 
mobile payments. The technology with 
the greatest potential for mobile 
payments is called NFC (see 
description on page 49). The NFC-
based system respects the current 
payments ecosystem (the traditional 
players of card payments are still 
there) and it does not need heavy 
additional investments in 
infrastructure because the network of 
point-of-sale terminals (POS) with 
NFC is already extensive enough and is 
being renewed. Another promising 
technology, but more long-term, is BLE 
(see information on page 49). Based on 
Bluetooth wireless connections, it has 
the potential to change customers’ 
experience from when they enter the 
store to when they leave. Another 
interesting development for small 
businesses is the mobile point-of-sale 
terminal, through which an application 
can turn a mobile phone into a device 
for charging physical card payments. It 
is particularly useful for professionals 
working in the customer’s home or in 
mobility conditions, such as taxi 
drivers. This formula also reduces 
operating costs in comparison with the 
use of a conventional POS.
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mobile (Paym, Pingit or Yaap, in which 
the phone number identifies the user), 
messaging applications (Facebook 
Messenger, Line, Snapchat) and social 
media (BBVA Link, via Facebook, or 
S-Money, via Twitter).

not an incentive for providing the 
remittance, but it may be a hook for 
the customer to use other services 
offered by the company. Under these 
conditions, there are three types of 
people-to-people payment solutions 
appearing on the market: mobile to 
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focusing on Bluetooth Low Energy 
(BLE), one of NFC’s competitor 
technologies (see information later 
in this document), and had 
developed products based on it. 
However, the giant founded by 
Steve Jobs concluded that NFC is 
more likely to be a winning 
standard and jumped on the 
technological bandwagon, but that 
does not mean it has ruled out the 
use of BLE.

 
–   BLE. The initials stand for Bluetooth 

Low Energy, a technology developed 
by Nokia in 2006 as part of the 
Bluetooth 4.0 standard. It enables 
wireless connection between two 
devices and its main feature, as its 
name suggests, is low power 
consumption. Its optimum range for 
data transfer is ten metres, but it can 
reach up to 50 metres. It is the basis 
of iBeacon, a system designed by 
Apple to locate mobile terminals 
indoors. The system uses small 
wireless sensors (beacons) that 
detect the proximity of compatible 
terminals, allowing you to make 
contactless payments, but also send 
messages adapted to the stage they 
are on (very useful for proximity 
marketing, sending offers when the 
customer comes into a store or close 
to a section of items) or notifying a 
seller that a customer has entered the 
store. The main difference with NFC, 
where the customer decides when to 
interact, is precisely that: the 
commercial establishment can take 
the lead in the potential 
communication. Apple’s decision to 
rely on NFC for Apple Pay (its mobile 
wallet) has stolen some of the 
limelight from iBeacon, but some 
analysts suggest that, as wireless 
systems, they can complement each 
other as long as customers and 
retailers agree to it. iBeacon 
technology can be used with the 
latest iPhones and some brands are 

Technological trends: looking 
behind us in order to move 
forward
Trends on the means of payment stage 
are conditioned by the emergence of 
new technologies, which are normally 
not visible to the customer, but whose 
development and implementation are 
crucial to the success or failure of any 
initiative in the sector. Let’s look at some 
of the most important ones in detail:

• Wireless technologies.

–   NFC. If there were a competition of 
initials in payment, NFC would be 
the favourite. It stands for Near 
Field Communication and it is a 
wireless technology launched in 
2003 that uses short-range waves to 
connect two devices to enable 
transactions between a mobile 
phone and a previously adapted 
POS terminal. Its range is 20 cm, 
but the ideal operating distance is 
four centimetres, which means 
placing the mobile much closer to 
the terminal in the store to make 
the payment. Although it makes the 
operation less convenient than 
other technologies, this 
requirement reduces the chances of 
interference affecting the signal or 
data being stolen. NFC technology 
is used by 100 million customers 
worldwide, according to figures 
released by Juniper Research for 
2014, and it will exceed 500 million 
in 2019, as it is now included on 
many new mobile phones. Its 
adoption by commercial 
establishments is also growing 
quickly. There are now three 
million in the world that accept 
NFC. The big boost to this 
technology came from Apple when 
it announced that Apple Pay, the 
new means of payment launched in 
the US in 2014, would work with 
NFC. The decision involves a major 
paradox because Apple had been 
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signing the transaction by 
electronic signature and the public 
key is used so that it can be 
validated by the other nodes on the 
network. The blockchain is a list of 
blocks or files where transactions 
are stored and verified by network 
nodes. Verification tasks, based on 
complex mathematical operations 
that require high computing power, 
are performed by the miners, who 
are compensated for it with 
payments in bitcoins. When a block 
is full of transactions, the miner 
creates another block and enters a 
transaction without input, with a 
value in bitcoins determined by a 
mathematical algorithm.

–   QR (Quick Response) Codes. 
These are two-dimensional images 
used to store information and they 
are designed for quick reading by 
the devices. They were designed for 
use in the automotive industry and 
can be found today in magazines, 
on visiting cards, counters, 
supermarket shelves, packaging, 
etc. The codes include features to 
ensure they can be interpreted, are 
capable of storing specific 
information and allow for error 
correction.

• Batteries. 

•   Although their use is not limited to 
means of payment, they are a major 
technological factor for the 
development of mobile innovations 
in the sector. New technologies are 
great, but the inevitable question is: 
“What if my battery runs out?” The 
answer has to come from the 
industry, which in a few years has 
achieved amazing progress in the 
capabilities of mobile phones; 
however, it has advanced much less 
in terms of their autonomy and the 
ease with which they can be 
charged. In fact, one of the big 

using it as a trial to enrich the 
customer experience and check how 
customers react to initiatives that 
may be considered intrusive.

•   Mobile security technologies. 

–   HCE and secure element. 
These are two sides of the same coin 
and compete against each other to 
win over the mobile payments 
security market, especially with 
NFC. As wireless communications 
are not secure, the terminals need 
protection from possible data 
capture and mobile operators were 
the first to offer a solution. It is what 
is known as a secure element, 
specific hardware that is integrated 
into the phone SIM card and where 
certain functions are executed to 
ensure the physical and logical 
security of the process. HCE (Host 
Card Emulation) technology does 
the same, but through software. It 
performs virtual representation of 
the secure element to simplify the 
process. In addition, the protective 
element is not physically in the 
phone SIM but in the cloud, under 
tight security. In 2013, Google 
released the HCE standard, which 
can be used on all phones running 
under the Android operating 
system; this weakened the position 
of mobile operators.

• Other technologies. 

–  Blockchain. This is the 
technology that supports the virtual 
currency bitcoin. It is a distributed 
database of all the transactions 
made and is based on open-source 
cryptography techniques and time 
stamps (an electronic mechanism 
that proves that a series of data 
have existed and have not been 
altered as from a particular time). 
Each user or node has a public and 
a private key. The private key is for 
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Bolivia. Consequently, other materials 
are being investigated to bring 
low-cost batteries on to the market, 
such as sodium and sugar, which are 
cheaper but also less efficient for 
storing energy.

So far, the increase in mobile battery 
capacity, measured in milliamps/hour 
(mAh) has occurred in parallel with 
increases to the size of the display on 
the device.

questions hanging over the future of 
wearable devices is whether battery 
technology can successfully solve 
the problems of space and 
performance they pose.

Attempts to improve batteries for 
mobiles point in two main directions:

-  Increasing the capacity, 
performance and service life. Tests 
are being performed on Lithium-
Imide batteries, whose anodes 
(positive electrode) use silicone 
instead of the usual graphite. 
Furthermore, the possibility of 
manufacturing pure lithium anodes 
is being investigated and could 
eventually quadruple battery 
capacity. Batteries made of 
graphene are another option for the 
future. The use of alternative 
energies is also being explored, such 
as solar panels or heat given off by 
human beings.

-  Flash charging. It does not improve 
intrinsic performance but it does 
make life easier for the user. A team 
from the University of Stanford in 
the US is working on new aluminium 
ion batteries that could be fully 
charged in just a minute.

They can also be folded, which 
makes their installation possible in 
devices with a curved design. 
Although there are many details as 
yet unresolved, this is the most 
promising testing area. Another 
interesting option is charging 
through wireless devices.

Battery problems have to do not only 
with performance, but also with cost. 
Those used in smartphones are made 
of lithium-ions and are relatively 
expensive because it is a rare metal 
that is found in only a few countries, 
such as Chile, Afghanistan and 



Nobody knows what the new world map 
of means of payment will look like. What 
we do know is that there is a certain 
amount of consensus among experts 
about the features a new means of 
payment needs if it is to conquer the 
market. This would be the Identikit 
picture of the ideal means of payment:
 
•   Universal. It must be widely 

accepted in many countries and 
businesses. In particular, it must be 
capable of payments in physical stores 
and over the Internet. Furthermore, it 
must be capable of being used from 

wallets are one of the means of payment 
options with the greatest potential 
thanks to their ease of use and adaptation 
to the smartphone ecosystem. Some 
think that in the not too distant future 
people will leave home without a wallet; 
taking only their mobile with them.

That’s the theory. And the goal. But in 
practice, how far are consumers willing 
to engage with mobile wallets? This 
question was asked in an investigation 
conducted by PwC in the United States 
and was included in the report titled 
Opening the Mobile Wallet.

The study’s findings are revealing. On 
the one hand, the citizens who took 
part are willing to use mobile wallets 
to replace certain documents or 
devices. As shown in Figure 28, 66% of 
respondents considered it likely or 
very likely that they would use them 
instead of a transport ticket (cards, 
metrobuses, train tickets, etc.) or 
tickets for a show. However, they seem 
more reluctant to trust them as a 
means of identification (only 31% see 
it likely or very likely) or to open their 

anywhere (from the beach to the 
bathroom or even on the 
Underground). It also needs to comply 
with the most common international 
regulations and standards.

•   Security. It must ensure security for 
the transaction and the means and 
devices involved in the payment 
process. And not only must it be 
secure; it must also convey a sense of 
security. Be secure and appear to be 
secure.

front door or start the car (46%), 
possibly for security reasons.

Moreover, survey participants were 
asked about the probability of using 
mobile wallets to make payments or 
move money. In this case, none of the 
options reaches 50%, which suggests a 
certain degree of mistrust. The most 
likely operations are fund transfers 
between individuals and payment for 
goods and services in a commercial 
establishment through cards stored on 
the mobile device, with 45 and 43% of 
answers, respectively.

A study by Forrester Research (see Figure 
30) confirms that US consumers’ 
preferred services for a mobile wallet do 
not include payment itself but rather 
complementary features such as the 
accumulation of discounts, information 
about prices and products or booking 
tables at restaurants.

The ideal means of payment

Mobile wallets, why?
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•   Practical and simple. The system 
must be easy to understand and 
implement, even in adverse conditions 
(lack of mobile signal, no Internet 
connection). It must eliminate the 
paperwork or information 
requirements that are not strictly 
necessary.

•   Inexpensive. This is particularly 
who usually assumes payment of the 
transaction, normally in the form of 
commissions. A very high commission 
or an operational infrastructure 
(terminals, computer systems, etc.) 
that is too complex are barriers for the 
implementation of any means of 
payment.

•   A full user experience. It is no 
longer just about paying and turning 
the lights off as you leave. New 
technologies offer the possibility of 
enriching the customer’s payment 
experience by sending offers and 
notifications to their mobile phone or 
financing purchases in real time, 
among many other options.

Figure 28. Use mobile wallets as replacement percent of total 
respondents  (very like/likely)

Figure 30. Customers expect many services to 
be included in a mobile wallet

Figure 29. Most likely to use mobile wallet to percent of total 
respondents (very like/likely)
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Source: PwC.

Source: PwC. Source: Forrester Research, US 
mobile payments forecast, 2014 to 
2019, 17 November 2014.
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In a sector such as means of payment, 
where development is dictated by 
innovation and technological 
development, regulation and safety cut 

across these elements to support the 
structure (as if they were the chassis of a 
vehicle) and determine its present and 
future development. 

Conditioning factors
Regulated (or unregulated) 
payments and insurance

Figure 31. Gajor issues on the regulatory agenda
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Source: Prepared in-house.
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Regulation, or squaring the 
circle
As in so many other aspects of the 
financial business, regulation (its 
characteristics and intensity) has become 
a key factor in the development of means 
of payment and may even decide the 
feasibility of the various business models.

It is easy to see, for example, that setting 
certain limits to commissions on card 
operations has a decisive influence on the 
profitability of the players involved in the 
process. At the other end, under-
regulation or the total absence of 
standards in a given market is also an 
incentive for the development of certain 

Figure 31. Gajor issues on the regulatory agenda

Developed countries ASIA-PA:
• Card Security 
• Authentication in means of payment 
• E-Money
• Real time payments in stores 

Emerging countries ASIA-PA:
• Mobile payments 
• Card payment scheme 
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Asia-Pacific

payment models, albeit with a cost in 
terms of security. The different stages of 
regulation vary, especially depending on 
geographical area and technological 
complexity, but they can be grouped 
around three axes:

1. Sectoral regulations. These are 
generally promoted by official 
institutions; however, the industry in the 
sector has also launched a number of 
projects. The different initiatives aim to 
reduce the risk (security, capital and 
liquidity of financial institutions), 
harmonise payment systems, facilitate 
competition and transparency and 
encourage innovation. In short, the aim is 
to square a circle that needs to combine 
reasonable control of the market with the 
deregulation needed to promote its 
efficiency and ensure its development.

Sectoral regulation is particularly 
advanced in the United States and 
Europe. Indeed, the UK has created a 
specific regulator for the sector (Payment 
Systems Regulator), which became 
operational on 1 April and has 
jurisdiction over transactions totalling 
around 75 billion pounds (over one 
hundred billion euros).

Sectoral regulation is particularly 
advanced in the United States and 
Europe. Indeed, the UK has created a 
specific regulator for the sector (Payment 
Systems Regulator), which became 
operational on 1 April and has 
jurisdiction over transactions totalling 
around 75 billion pounds (over one 
hundred billion euros).

In Europe, general regulation of the 
sector is entrusted to the Payment 
Services Directive (PSD), implemented in 
2009 and whose second version (PSD2) is 
being negotiated by European 
institutions at the close of this report (see 
page 58). The directive is the framework 
that facilitates the development of the 
Single European Payments Area (better 

known as SEPA), an initiative of the 
banking sector supported by the 
European Commission and the European 
Central Bank. SEPA harmonises and 
facilitates electronic bank payments 
across Europe.

In the United States, the role of the 
European PSD is played by the veteran 
Electronic Fund Transfer Act, passed in 
1978. In addition, US law has the Foreign 
Account Tax Compliance Act (FATCA), a 
powerful regulatory tool that aims to 
combat tax evasion in the United States. 
The Anti Money Laundering regulation 
(AML)/Know Your Customer (KYC) has 
similar functions, but its purpose is 
mainly to reduce the risk of money 
laundering and terrorist financing. The 
KYC policy, which is in force in many 
countries around the world, requires 
financial institutions to identify the 
source of their transactions.

In emerging countries, where the 
banking infrastructure is often weak, one 
of the priority objectives of the regulation 
is financial inclusion. This is why 
legislation focuses on payments through 
mobile devices, which often replace 
traditional payment channels, as we have 
seen in the case of M-Pesa in Kenya (see 
page 17). In the mid-term, certain 
emerging countries are expected to 
implement general regulations on 
electronic means similar to those already 
in place in developed countries.
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The data security standard par 
excellence for payment cards is the 
so-called Payment Card Industry Data 
Security Standard (PCI DSS).Born in 
2004 from the merger of the data 
protection programs run by Visa, 
MasterCard, American Express, 
Discover and JCB, this standard is 
mandatory for all participants in the 
payment process who accept, store or 
transmit card data, i.e. banks, 
processors, telecommunications 
operators, physical or digital stores, etc. 
The card data that is to be protected 
ranges from customer identification 
details, such as name, PAN, to security 
elements (see Figure 32). Its objectives 
are to develop and maintain secure 
systems and networks, protect the 
cardholder’s details (it defines what can 
be stored and under what conditions, 
and what cannot) and implement 
strong access control measures, among 
others. Failure to comply with PCI DSS 
can lead to economic penalties. The 
standard is developed by an 
administrative body: the PCI Security 
Standard Council, which effectively 
functions as a regulator of the payment 
cards subsector.

2.  Channel or product 
regulations. Generally promoted by 
the sector’s industry, they take the form 
of voluntary standards, best practices 
and recommendations, although in 
practice they may become mandatory 
for any agent interested in being in a 
particular market.

One of the most successful standards is 
EMV (Europay, MasterCard and Visa, 
the companies that created it), which 
replaces the traditional magnetic stripe 
on credit and debit cards with a chip 
that offers greater security for 
transactions and other benefits. In most 
procedures, the customer’s signature is 
replaced as the authentication method 
with a PIN. EMV, which requires an 
upgrade to the trader’s unit, is widely 
implemented in developed countries, 
except the United

States, where mass migration is expected 
in October 2015. On said date, a 
legislative change is scheduled whereby 
businesses in the country (not banks) will 
be responsible for fraudulent transactions 
if they have not installed the equipment 
needed to accept chip cards.

Figure 32. Payment card data security standard 
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One initiative that is halfway between 
sectoral and channel or product 
regulation is the European Forum on the 
Security of Retail Payments.

(SecuRE Pay), a platform created by the 
European Banking Authority (EBA) and 
the European Central Bank (ECB). The 

forum makes recommendations to 
increase security in e-commerce 
transactions and more recently also in 
the field of mobile payments in order to 
increase consumer trust.

Some
Regulations Implemented On the agenda Challenge

USA Card security (PCI-DSS & Other 
PCI Council standards) Regulation 
of general aspects (EFC act)
Money laundering (FATCA) 
Authentication in means of 
payment (FFIEC-authentication in 
an internet banking environment)

Card security (EMV)
Communication standard for
financial institutions (ISO 20022)

Bitcoin (Bitlicense)
Real-time payment

Europe General regulation
(PSD)
E-Money (EMD2-E-Money
Directive, E-Money Regulation UK)
Card security (PCI-DSS &
Other PCI Council standards)
Card security (EMV)
Money laundering (FATCA, law
10/2010-Spain)

General regulation
(PSD2)
Online payments (SecurePay)
Bitcoin (UK)

Communication standard for
financial institutions (ISO 20022)
Mobile payments (SecurePay)
Authentication in means of 
payment
(SecurePay-Third Party Providers)
Real-time payment
Bitcoin

LATAM Card security (PCI-DSS &
Other PCI Council standards)
Mobile payments (Central Bank of
Brazil Law 12865 of 2013-Brazil)
E-Money (Law 29985-Peru;
Chapter II of Title I, Art. 2
Licas published DOF 24/12/2009)

Card security (PCI-DSS
& other PCI Council Standards,
Security Rules in
information Mexico-Mexico)
Communication standard for
financial institutions (ISO 20022)
Brazil:

Card security (EMV)
Communication standard for
financial institutions (ISO 20022)

Asia-Pacific 
developed 
countries

Card security (PCI-DSS &
Other PCI Council standards)
E-Money (PSA-Payment Service
Act-Japan)

Real-time payments (Real time
Payments-Australia)
Communication standard for
financial institutions (ISO 20022)
Australia:

Communication standard for
financial institutions (ISO 20022)

Asia-Pacific 
emerging 
countries

Mobile payments (Mobile Payment
- Operative Guidelines for Banks
– India, Central Bank of Sri Lanka
Mobile Payments Guidelines for
Bank-Led a custodian account
based mobile payment services
2011-Sri Lanka) System for
card payments (Union Pay-
China, RuPay - India)
E.Money (Philippine Central Bank
E-Money Circular 649 and Circular
704)

Mobile payments
E-Money

Mobile payments
E-Money

MEA (Middle
East and 
Africa)

Mobile payments (National 
Payment
System Regulations -Kenya,
Bank of Uganda Mobile Money
Guidelines of 2013)
E-Money (Instruction 24 of 2011 -
RDCOngo)

Mobile payments
E-Money

Mobile payments
E-Money

Figure 33. Major means of payment regulatory initiatives 

Source: Prepared in-house.
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proposal to require licensing for all 
virtual currency businesses operating in 
its territory. Obtaining the licence 
imposes numerous obligations to comply 
with reporting and legislative 
requirements. In Spain, the Ministry of 
Finance decided in April 2015 to consider 
a bitcoin as a means of payment, i.e. a 
financial service, and therefore it is 
exempt from VAT. The same measure has 
been adopted by other European 
countries.

The second aspect of non-regulation has 
to do with the cracks or gaps in regulated 
markets. The example prototype is that 

3. Non-regulation. With regard to 
non-regulated means of payment, there 
are two aspects worthy of examination. 
On the one hand, there are completely 
non-legal markets, beyond the control of 
the authorities and the industry itself. 
This is the case of the so-called 
cryptocurrencies (bitcoin is the prime 
example, but not the only one), which by 
their very nature are beyond 
conventional regulation. Some countries 
have banned them alleging above all 
security reasons and others are studying 
ways to regulate them. This is the case of 
New York, where the Department of 
Financial Services has drawn up a 

General rules for regulating means of 
payment in the European Union are 
contained in the Payment Services 
Directive (PSD). It was introduced in 
2009 and aims to be the legal basis for 
the creation of a single market for 
payments. The PSD has made it possible 
to overcome regulatory fragmentation 
(until it came into force, every Member 
State had its own rules, making cross-
border transactions difficult and more 
expensive) and it has encouraged 
competition among service providers.

However, in 2013 the European 
authorities realised that technological 
advances demanded fuller market 
regulation and launched a double 
proposal: to set in motion a second 
version of the PSD (the so-called PSD2) 
and develop a regulation for exchange 
fees on card transactions.

At the close of this report, both initiatives 
are at the final approval stage. The new 
policy is expected to be approved during 
2015 and, after the transposition process, 
it could be fully implemented in member 
countries in 2017. The regulation could 
be given the green light in 2015 and, as it 
is subject to direct application, it could 
come into effect in 2016.

What changes with both projects? In its 
current version, the PSD2 project 
incorporates several important 
innovations:
•  It regulates third party providers 

(payment initiation services), forcing 
banks to give them access to their 
infrastructure.

•  It determines responsibilities in the 
payment chain.

•  Ii increases transparency in the 
process.

•  It prohibits retailers from raising the 
price depending on the selected means 
of payment.

•  It includes the need for a strong 
authentication process.

•  It strengthens consumer protection. 

The draft regulation for exchange rates 
in card transactions (commissions the 
retailer’s bank pays the buyer’s bank), on 
the other hand, establishes a number of 
thresholds: 0.3% of the value of the 
acquisition in credit card transactions 
and 0.2% in debit card transactions. In 
the latter case, Member States may 
reduce the threshold and apply 
restrictions to commissions in absolute 
terms. These conditions are consistent 
with the laws that have been in force in 
Spain since September 2014.

Europe:
now and the future
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of third party providers, who perform an 
activity (they initiate the payment in a 
transaction by using existing banking 
infrastructure) that is not subject to 
control, despite the fact that they operate 
in a heavily regulated environment, i.e. 
the financial sector. These regulatory 
gaps tend to be filled with time. The draft 
of the new Payment Services Directive 
(see attached information) considers the 
inclusion of third party providers in 
European regulations.

The goal of capping exchange fees is that 
said constraint forces a reduction of the 
commission banks charge the retailer 
(the so-called discount rate, which is not 
covered by the regulation), which could 
also benefit the end consumer. The 
European Commission hopes that lower 
fees will save the European payment 
system 6,000 million euros a year. 
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controls. However, at the same time, the 
new regulation requires banks to allow 
third party providers access to their 
infrastructure on an equal footing with 
other clients, since the authorities of the 
European Union understand that this 
approach promotes innovation, reduces 
costs in the payment process and 
ultimately benefits the consumer.

Financial institutions disagree with this 
theory. In particular, they believe that 
the way these new payment initiators 
work, based on the use of personal 
electronic banking passwords, poses 
serious risks for the customer’s privacy 
and security and may even violate the 
terms and conditions of the contract 
signed with the bank. Based on these 
arguments, German banks filed a 
lawsuit against Sofort, a third party 
provider that operates in 11 European 
countries and works with 30,000 
commercial establishments. However, 
the Federal Office of Competition 
rejected the claim in 2011. Other major 
suppliers also operating in Europe 
include Trustly (based in Sweden) and 
iDeal (Netherlands).

The so-called third party providers 
(external suppliers or initiators of the 
payment process) are non-bank 
companies that worm their way into the 
payment process for online transactions 
and offer businesses low-cost services. 
To do this, they take advantage of the 
infrastructure of financial institutions 
(operating through bank accounts that 
act as a bridge in the transaction and 
they often process sensitive data 
provided by the buyers themselves) to 
replace cards and take a piece of the 
business that currently corresponds to 
banks.

The problem is that third party 
providers, unless they have a banking 
licence, as is the case with PayPal, are 
not regulated, which means their 
responsibility if a problem occurs during 
the payment process is not clear.

To address this lack of regulation, the 
draft of the new Payment Services 
Directive (PSD2), which is being 
negotiated by European institutions, 
provides that external providers must be 
registered and subject to the appropriate 

Regulation of the much-feared 
third party providers
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The most common cases of fraud in 
means of payment are related to cards 
(credit, debit or prepay) because it is the 
most commonly used system after cash 
and they are also used as a basis for 
most electronic transactions. According 
to a 2014 study conducted in twenty 
countries around the world by the 
consultancy firm Aite Group, 27% of 
cardholders had been victims of fraud in 
the five years prior to the survey. The 
most exposed countries are, in this 
order, UAE, China, India and the United 
States. They all have fraud rates above 
40%. Sweden, with 10%, has the lowest 
rate. 63% of users who had problems 
with their cards reacted by using them 
less frequently. In any case, the index of 
mistrust towards financial institutions is 
low. Only 18% of respondents do not 
trust their bank to protect them against 
identity theft.

Security, a strategic problem
Historically, security has been key in the 
development of means of payment. In 
some cases, the emergence of new 
means of payment is directly related to 
the need to overcome the problem of 
security. This happened during the 
Roman Empire, when the risk of moving 
large quantities of coins was averted, 
largely through the creation of the 
cheque. The success of credit cards in 
the mid-20th century is also partly 
related to the risk of carrying cash, 
although overcoming the fear of being 
robbed did not prevent the appearance 
of other specific fears associated with 
the new means of payment.

Today, the problem is not so much 
objective security (which is also a 
problem), as the perception of it. 
Electronic means of payment evolve 
more slowly or discontinuously because 
the user is somewhat reticent towards 
transactions that are not physically 
visible (“who knows where my money 
will end up”), regardless of their actual 
risk level.

Companies are well aware of the strategic 
nature of security in the Internet world. 
61% of CEOs consulted by PwC in its 2015 
global survey said they are concerned 
about cyber threats and the lack of 
security in data protection. That concern 
is growing because in 2014 the percentage 
of senior executives was 48%.

However, business awareness does not 
always correspond to investment 
decisions. A recent report by PwC on the 
global situation of information security 
highlights that the security budgets of 
global companies fell 4% in 2014 to 
$4,100 million. Although a one-off (the 
budget doubled in 2010-2013), this 
reduction contrasts with an increase in 
identified security incidents, which grew 
48% last year.
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Figure 34. Company security budgets and total IT budget (%) allocated to 
security

Source: Global State of Information Security Survey. 2015.
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Source: Global State of Information Security Survey 2015.
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Other data of interest to cybercriminals 
are the credentials for accessing 
electronic banking or personal 
information that can be used to answer 
questions about the customer during the 
identity authentication process. Mobile 
phones are also a prime target for 
hackers because of their widespread use 
and also because they give users a sense 
of security despite the fact that they are 
vulnerable to this kind of attack.

It is clear, therefore, that security is a 
crosscutting element in means of 
payment. However, the challenge has 
many interlaced features. There are 
technological, emotional and procedural 
problems. And there are different 
perspectives in terms of the agents 
involved in the process. Users have their 
own point of view (we have noted the 
importance of the subjective component), 
companies see the problem in different 
ways (based on data and comprehensive 
analyses of probability and impact) and 
governments play a key role in the 
prevention and prosecution of such 
crimes. Let’s see how these agents respond 
to the challenge of security in means of 
payment.

The user as a measuring rod
Not the technology, the regulation or the 
industry. The level of security in means 
of payment and its implementation is 
measured and judged by the user, who 
must have reasonable assurance that he 
will not be robbed and that his data will 
be safe. It is true that some of his fears 
are unfounded, but they can be 
explained.

There are many people who believe that 
the chip in cards can be copied. This is 
not so, but it is true that magnetic stripe 
cards, which are its technological 
predecessors, can be replicated and 
therefore lead to fraud. It is also widely 
believed that in contactless technology, 
the card number and the name of the 

holder can be intercepted.  This is not 
true now, but it was in the past: in the 
early versions of the technology, there 
was a possibility that this type of data 
could be stolen. Another fact some credit 
card holders tend to ignore is that banks 
have insurance coverage in case of 
fraud, theft or loss of the card.

Indeed, means of payment are in fact 
safer than people believe or are willing 
to believe, but that does not mean there 
are not risks. The progress of 
technology, the massive accumulation of 
sensitive data on servers or computers, 
limited human capacity to remember 
passwords and customer unfamiliarity 
with bank procedures are incentives for 
cyber thieves who try to access personal 
information and steal identities. To 
protect themselves against such attacks, 
users must always remember, as a 
minimum precaution, three basic 
recommendations:

•  You must never reveal your 
credentials. No entity will ever ask 
you for your codes by email or by 
phone.

•  Before entering sensitive information 
on the Internet (for shopping or any 
other procedure), you must make sure 
that the connection is secure and 
protected by SSL technology or 
similar.

•  You should never install software 
from unofficial markets on your 
mobile telephone or manipulate the 
operating system to download 
unsigned applications.

Enterprise, between regulation 
and trust
Companies that open their processes up 
to the user are increasingly exposed on 
the Internet and they are aware of the 
need for taking measures to reduce 
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stored in a heavily protected data 
chamber that is resistant to attack. A 
token can be generated for a single use (a 
transaction) or for several uses, but it 
always maintains the integrity of the 
reference to the confidential data it 
represents.

Biometrics are also very popular. Widely 
popularised in action movies, it consists 
of using physical features (such as 
fingerprint, iris, face or voice) to 
unequivocally authenticate a person 
and, if the identification is positive, 
authorise an operation. The most recent 
example is Apple Pay, launched by Apple 
in late 2104, which identifies the user by 
his fingerprint. Samsung, which is to 
launch its own means of payment in the 
summer of 2015, has also announced it 
will use the fingerprint as a means of 
authentication. The possibilities of the 
biometric security system are vast, as 
shown by the Nymi bracelet, which 
identifies users by their heart rate or the 
facial recognition tests performed by 
Alibaba, the great Chinese Internet 
hypermarket.

fraud in means of payment, both due to 
the obligation to comply with 
regulations and their reputations, in 
order to inspire confidence in customers 
and the market. Accordingly, the main 
challenge is to protect the devices or 
information repositories used in each 
transaction (cards, mobile phones, 
ATMs, POS terminals, databases, 
servers, etc.) and the channels the 
information travels along.

Given the increasing sophistication of 
cyber threats, the task is not a simple one 
and requires a heavy investment in 
infrastructure and in raising the 
awareness of traditional agents in the 
payment process (banks, brands, 
processors, retailers, users) and the new 
players who have appeared, such as 
technology companies, mobile phone 
manufacturers, third party providers, 
etc.

Some of the most common security 
trends in the industry that serve the 
purpose of reducing fraud include the 
changes in card technology (magnetic 
stripe to chip), the establishment of strict 
standards of behaviour for all 
participants in the payment system, solid 
authentication mechanisms or the 
so-called one time password system, in 
which a password is valid only for a 
specific connection or transaction. But 
the trends with the most promising 
future are tokenisation (an encryption 
system) and biometrics (using unique 
physical characteristics to identify a 
person).

Tokenisation is a very simple security 
method. It replaces the confidential 
primary account number (PAN) with 
another called token, which is used 
throughout the transaction process and is 
not confidential, since it does not 
compromise the security of the process if 
it is revealed as it is not possible to 
establish a connection with the primary 
account number. Both the original PAN 
and the token and link between them are 



 Conditioning factors    65

Governments: collaboration 
and debate
Governments play a crucial role in the 
battle for security, mainly through 
regulation, as we have seen in the 
previous section, and policing. 
However, the actual situation is that the 
control and prosecution of such crimes 
are particularly difficult tasks owing to 
their very nature. It is important to 
remember that hackers can operate 
from anywhere in the world, which 
means that the probability of their 
being caught and punished is low. 
Technological progress is also a natural 
ally of criminals (whether they are 
lone-wolf hackers or complex criminal 
organisations), who find new, 
sophisticated tools to steal sensitive 
information. In addition, different 
governments’ awareness of the 
importance of cybercrime is 

inconsistent, which has so far 
prevented the forging of extensive 
multilateral agreements, essential to 
effectively counter illegal activities that 
are inherently global and cross-border 
Governments’ response to this 
unbalanced scenario has focused on the 
exchange of information among 
themselves and within the industry. 
The exchange of information makes the 
organisations involved acutely aware of 
the threats they face (techniques, 
strategies, procedures) and improves 
their capacity for dealing with them, 
improving detection systems and using 
the lessons learned to build an effective 
system of prevention without 
duplicating efforts.

This collaborative effort to improve 
transaction security has resulted in the 
creation of various agencies and 

specific forums, usually public, to 
promote awareness, facilitate the 
exchange of information and increase 
awareness of all those involved 
regarding the importance of preventing 
and managing the risk of cybercrime. 
Some regulators of the financial system 
as a whole have also taken major roles 
in the security debate. See Figure 36.
.

Forum or initiative Year established Origin and members Purpose and activity

FFIEC (Federal 
Financial
Institutions Examination
Council)

1979 Government organisations in the
US financial system

Prescription of consistent principles for the supervision
of financial institutions. One of its functions
is to promote initiatives to raise awareness among 
financial
institutions about the importance of cyber security and
the need to manage risks properly.
Publication of criteria for authentication on the Internet.

FCA (Financial Conduct 
Authority)

1997 Supervisor of
financial institutions in the UK

Consumer protection, encouragement of
financial markets and the promotion of competition.
Publication of a permanently updated guide
to prevent financial crimes, such as money laundering
bribery, corruption and fraud.

FS-ISAC (Financial 
Services - Information 
Sharing and Analysis 
Center)

1999 Public agencies and entities in the US
private financial sector 

Exchange of information and analysis of threats
(both physical and cyber). It has a system
that reduces notification times
of security incidents to members.
It enables the anonymous reporting
of incidents.

Enisa (European Union 
Agency for Network 
and Information 
Security)

2005 European Union Forum made up of 

security experts in information

Exchange of information, best practices and general 
knowledge about information. It assists the European 
Commission and member countries in the area of 
regulation.

Enisa (European Union 
Agency for Network 
and Information 
Security)

2005 European Union Forum made up of

security experts in information

Exchange of information, best practices and general 
knowledge about information. It assists the European 
Commission and member countries in the area of 
regulation.

Figure 36.  Major public initiatives to improve transaction security

Source: Prepared in-house.
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The recent history of cyber security is 
laden with incidents and mass thefts of 
data which, although isolated, 
compromise the image of the means of 
payment industry. Hacker attacks have 
affected many of the links in the payment 
chain (commercial establishments, 
processors, banks, governments, mobile 
operators...) and they have focused 
mainly on the United States. These are 
some of the most publicised cases:

•  Target. This important department 
store chain in the United States 
suffered a violent attack in 2013. 
Cyber criminals set up a malware 
(malicious computer code) on the 
company’s payment system and were 
able to access the details of nearly 40 
million credit and debit cards that had 
been used during the peak pre-
Christmas shopping season in its 1,797 
establishments. The incident severely 
affected the company’s results and, to 
regain its customers’ trust, it had to 
agree to assume liability for all the 
fraudulent charges made with the 
stolen information.  Up to April 2015, 
Target had offered to pay $29 million 
to the holders of some of the cards that 
were affected. The company also 
accelerated its plans to equip its 

infrastructure with EMV technology, 
safer than the conventional magnetic 
stripe as it is based on the use of a chip 
and personal identification number 
(PIN).

 
•  PlayStation Network. The online 

platform game by Sony suffered a 
security breach in 2011 that was 
ranked at the time as the most 
important in the history of cyber 
attacks and, as it affected various parts 
of the world, repercussions were 
extensive. Hackers gained access to 
the personal information of 77 million 
accounts deposited on the platform. 
However, data from credit cards 
(belonging to 12.6 million customers, 
nearly half of them in the United 
States) were encrypted, which limited 
the impact of theft. During the weeks 
after the incident, a number of 
attempts at fraud were reported in 
credit card transactions related to it, 
but they could not be verified. Sony 
offered affected customers 
compensation (free games and other 
benefits) and took out an insurance 
policy for up to one million dollars per 
person for identity theft. 

They still say security is expensive
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•  Global Payments. In 2012, cyber 
criminals gained access to the servers 
of this electronic transaction 
processing company and stole the 
personal information of at least 1.5 
million cards, corresponding mainly to 
Visa and MasterCard. The stolen 
information included sensitive data 
stored with Global Payments by US 
retailers who operated with the 
company. After the incident was 
discovered, there was an unusual 
increase in fraud in prepay cards in 
certain parts of the United States. 
Subsequent investigations showed that 
the company had violated several 
international recommendations on 
card security. The incident cost Global 
Payments around 100 million dollars, 
including fines, fraud cover and 
professional expenses. 
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Internet and technological progress.  
A tip: in the United States, prepay 
cards are extremely popular among 
millennials, who consider them a 
good tool for controlling their 
personal budgets.

•  Focus on the ideal means of payment. 
The payment method of the future 
will be universal, ubiquitous, simple, 
practical, inexpensive, secure and 
involve a rich user experience. 
Utopia? Maybe, but in such a varied 
market with a not too clear future, it 
is not a bad idea to consider these 
characteristics when addressing any 
project.

•  Mobility is the key. The tremendous 
success of the mobile phone is a clear 
indication that it is the choice made 
by modern man for communications 
and many other things, which 
probably include payments. Any new 
means of payment must take this into 
account and adapt to the mobility 
ecosystem.  

•  Be proactive, not reactive. In the battle 
for means of payment, there is much to 
lose, but everything to gain. The 
various market players, for example, 
have to defend their traditional 
business strongholds, which are 
threatened by newcomers, but they 
can also go on the offensive to gain a 
foothold in new business segments 
that promise lucrative revenues.

If there is one thing we know with 
absolute certainty about the future 
development of means of payment, it is 
that we know nothing with any 
certainty. The many variables involved 
in the process make it very difficult to 
see what the sector map will be like 
(who the winners will be, what 
technologies will be used, how it will 
be regulated) in the mid and long-
term. But with the information 
available, it is possible to make a 
number of recommendations for all 
the players looking for an important 
role in the process and aspiring to take 
a share of the business. They are as 
follows:

•  Put the customer first. The customer 
is not part of the business; he is the 
centre of the business. Since the 
advent of the Internet, he has a great 
influence on the financial services 
sector and other consumer industries. 
More than any other period in 
economic history, what he thinks 
about means of payment 
(convenience, ease, simplicity and 
security and the trust they deserve) 
will ultimately determine the 
configuration of the sector.  

•  Pay attention to millennials. The 
members of this age group (who are 
now between 18 and 35 years and are 
known for their scepticism) are the 
best test for new means of payment 
owing to their familiarity with the 

Conclusions
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•  Seek alliances. With few exceptions, 
the future of means of payment will 
be built on convergence processes 
involving several players. The 
development of non-traditional 
alliances and sectoral partnerships 
will facilitate the convergence process 
and enable the sharing of customer 
bases. 

•  Develop a flexible strategy. In an 
industry that tends to become 
increasingly global and cross-border, 
it is necessary to adapt to customers’ 
different needs, depending on 
geography and market segments. In 
developing countries, the use of 
means of payment other than cash is 
limited, but it is growing quickly in 
the heat of technological progress and 
the rise of the middle classes. In 
Spain, new means of payment are 
used more by men than women. 

•  Participate in the regulatory process. 
As in other areas of the financial 
services industry, regulation is 
intensifying and players need to 
participate in the process as much as 
they can. The various market players 
need to see that regulators tend to 
allow new competitors into the 
market to promote innovation and 
efficiency (e.g. the new European 
Payment Services Directive) and they 
need to act accordingly.

 

•  Become aware of the importance of 
security... and invest. Creating a 
secure means of payment requires all 
participants (traditional players, new 
players, governments and users 
themselves) to become aware of its 
importance and take appropriate 
measures. In many cases, this process 
will require investments in 
infrastructure. If you have to save, 
don’t save on security.

It is therefore time to make decisions. 
The means of payment sector is 
changing very quickly and those who 
want to participate in the 
transformation process have to take a 
step forward, even at the risk of being 
wrong. The worst choice is to do nothing 
at all.
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